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IROM HOD’S DESK

It gives me immense
pleasure to announce the
release of the latest edition
of  Abhivyakti, the e-
magazine of department of
Information Technology,
Heritage Institute of
Technology, Kolkata. True to
its name, this magazine

provides a platform to
expose the hidden talents of our students and

teachers, give wings to the their imaginations
and exhibit their literary skills and innovative
ideas. | applaud the editorial team for their
hard work and dedication towards realizing
this goal. | wish that Abhibyakti will continue to
fascinate us with its exciting and informative
contents.

Prof. Siuli Roy




FROM OUR MENTOR

Dear Readers and Contributors,
Welcome to the 4th edition of “Abhivyakti”!

The magazine “Abhivyakti”, meaning “Expression”,
encourages the students and teachers of the
department, by providing a platform to express
their emotions, societal concerns, technical ideas,
and their insights of life, framed in words or
artworks.

| heartily appreciate all the contributors of this
magazine, for dedicating their time and effort
in this regard. | admire their willingness to share
the knowledge and insights that has made this
magazine possible. Thank you all.

| express my sincere gratitude to the head of the department, Prof.
Siuli Roy for her support, and to the editorial team members, Aritra
Dutta, Shlok Jain, Sameeksha Sriram, and Debtanu Goswami, for their
hard work and dedication towards the successful completion of the
magazine.

Finally, I would also like to thank the readers of Abhivyakti, for their
interest in the magazine and would appreciate their invaluable
feedback and ideas for further improvement.

~ - Happy Reading!!!

Rituparna Sinha
Dept. of IT



"Nothing can encompass and convey our emotions better than our ART"

So continuing the legacy forward, here we present you the 4th edition of
the departmental magazine 'Abhivyakti'. With a set of new editors,
contributors and impressions; we had so much to share. The making of
this magazine gave us the chance to reflect and introspect the editor
inside us.

From reading the contributions, to design the aspects of this magazine, it
was an overwhelming journey. This release is just a small proof of talent
that the contributors hold.

We are greatful for each and everyone, be it our Contributor ,or our
Readers.

IT" 3rd Yr

Aritra Dutta
IT" 3rd Yr

Sameeksha Sriram
IT'3rd Yr

Debtanu Goswami
IT' 3rd Yr
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A TRIBUTE TO NETAJI SUBHASH CHARDRA BOSE
(ENLIGHTENING THE MYSTERIES OF THE LOST HERO)

In Tagore's short story "Badnam”, written almost at the same time as
Bose's disappearance, Tagore paid his greatest tribute to Bose through
The protagonist, a freedom fighter called Anil, who was crossing
Afghanistan as Bose too did, remarked: "You are trying to chain me in
your shackles, but do you yet have such chains?”

In 1942, Gandhiji called Bose the "Prince among the Patriots”. Gandhiji
said that Netaqji's patriotism is second to none. His bravery shines through
all his actions.

Pride of our motherland, Patriot of Patriots, Netaji Subhash Chandra was
Bose born on 23rd January, 1897 in Cuttack City of Orissa. From
Ravenshaw Collegiate School in Orissa to University of Cambridge in
England, he showed his class and quality as a student and also stood 4th
in Civil Service Examination in 1920 from University of Cambridge. In
between this tenure, he showed his nationalist activities for which he was
expelled from Presidency College, Calcutta in 1916.

But in 1921, he denied lucrative carrier opportunity after Civil Service and
came back to India for his motherland's freedom struggle. He joined
Indian National Congress, participated in nationalist movements. He
became imprisoned many times by British rulers. In 1938, he was elected
president of Indian National Congress and formed India’s first National
Planning Committee. He had a strong conflict with Mahatma Gandhi
regarding way to achieve freedom. This conflict climbed it's top when he
defeated a Gandhian Rival, Pattavi Sitaramaiya in 1939 and was
reelected Congress President again. But he had to resign for the non
cooperation from the Gandhian politicians. He then founded Forward
Block and continued his freedom struggle. He was arrested in July 1940
and he continued hunger strike in determination to fast to death, which
frightened the British government into releasing him and made a home
imprisonment for him in his Elgin road house. On January 26, 1941, though
closely watched, he escaped from his Calcutta residence in disguise and,
traveled via Kabul and Moscow, eventually reached Germany in April.



The prime idea which motivated Netaji was to explore all possible means
for achieving the cherished goal of India’s independence. It seems that
he had adopted the concept that the ‘enemy’s enemy is your friend. He
looked at Nazi Germany solely from that perspective. Within certain
limitations he was allowed to pursue his organizational work, and he was
able to mobilize Indians living in Germany at the time under the banner of
the Free India. One important activity of his in Germany was the
formation of the first unit of what he thought would be the future Indian
army recruited from the Indian prisoners of war from North Africa. In
forming this he had the idea that: it would not be a part of the German
military; it would be self sufficient; it would only fight against the British
army on Indian soil and not on any other front or country. But Germany
was so far for India and from military strategic point of view this long
geographical distance was not suitable for military operations in India
and also Germen Chancellor Adolf Hitler was not interested in this part.
After seeing this scenario, Netaji determined to move to Far East in
Japan, where India’'s great revolutionaries under the leadership of Rash
Behari Bose was calling him again and again to take the leadership of
Indian Independence League and Indian National Army. The long journey
to the Far East was very dangerous. He boarded a German submarine (U
Boat) on February 8, 1943 from Kiel with another Indian colleague, Abid
Hassan, travelled around the Cape of Good Hope to the southeast of
Madagascar, where he was transferred to the [-29 for the rest of the
journey to Imperial Japan. Netaji arrived in Singapore on July 4, 1943.
The Indian Independence Movement had already been launched in East
Asia by the late Rash Behari Bose, a veteran nationalist exiled in Japan.
The old leader handed over charge to the new arrival, Subhas Chandra
Bose, who was acclaimed as 'Netaji'. Netaji took charge of the Indian
National Army and expanded it to three divisions. On October 21, 1943,
he formed the Provisional Government of Azad Hind with a Cabinet of
Ministers and Advisers. On October 24, 1943, as Head of the State of the
Provisional Government, he declared war on Britain and America for the
liberation of forty corers of our brothers and sisters in our motherland.

The Tri-color Flag of the Congress was the flag adopted by the
Provisional Government. A new National Anthem was adopted. "Chalo
Delhi” was the war cry and "Jai Hind" was the acknowledged greeting
among Indians. Great and memorable were the scenes of enthusiasm
evidenced on the declaration of war, in the presence of a very large civil
and military gathering in Singapore.



In December 1943, INA and Japanese Army freed the Andaman and
Nicobar islands from the British and were renamed as Swaraj and
Shaheed Islands. Subhas Chandra Bose wanted to free India from the
Eastern front. INA marched through Burma and crossed into India on the
night of 7th March, 1944. By March 12, INA and Japanese Army
advanced to Imphal Plain. By March 29, they cut-off the Imphal-Kohima
road and effectively laid siege Imphal. The Siege of Kohima began on 4th
April 1944. Kohima was important as it allowed access into India directly
from Myanmar. Fierce fighting took place in an around Kohima and
Imphal for the entirety of April. But unfortunately due to lack of supply of
food and arms, lack of fighter planes availability from Japanese side and
also monsoon came with heavy rainfall, on July 18, INA and Japanese
High Command decided the withdrawal and they left back to Burma.

By the second week of August 1945, World War Two had all but ended in
Asia. Japan was on the ropes anyway but the atomic bombing of
Hiroshima and Nagasaki ensured its quick surrender. Japan's allies in Asia
knew they had to prepare themselves for what was to come. Japan had
just a few days before its soldiers laid down their arms. The war was
over. But Netaji Subhas Chandra Bose, prime minister of the Provisional
Government of Free India (PGFI) and chief of the Indian National Army
(INA), had other plans. His mission to free India of British rule remained to
be accomplished. Bose returned to Singapore from Seremban on the
evening of August 13. Japan's surrender was not India’s surrender. Many
ideas must have crowded Netgji's mind. He conferred immediately with
his military and civil chiefs. The cabinet discussion went on throughout
August 14. Bose hinted that he was inclined to stay and face surrender
with the rest. His cabinet wanted him to go — somewhere, anywhere.
Bose kept thinking about the many alternatives. Bose decided to leave.
General M.Z. Kiani was given the charge of INA in Singapore and
Malaya. Netaji handed over charge to General J.K. Bhonsle of the INA in
Bangkok. Bose called all officers at his residence and discussed with them
various plans. He chose S.A. Aiyer, Debnath Das, Colonel Habibur
Rahaman, Captain Gulzara Singh, Colonel Pritam Singh and Major Abid
Hasan to fly out with him to a safe place. None of them were informed
where they were flying to. But they presumed that they were heading for
Dairen, where Netaji would explore Soviet asylum for the future struggle.
The team took off for Saigon in two planes accompanied by some
Japanese officers. The team reached Saigon at around 8-9 am.



Upto this part all are documented properly, but after that the events
afterwards mentioned in below paragraph are the conflicting comments
of so called eye witness, one or two victims in front of British and
American Intelligence Enquiry and also in front of three consecutive
Indian Government's appointed committee of judges to find you what
happened on and after 18th August, 1945.

Now on conflicting stories continues as follows:

There was one plane waiting at the aerodrome to fly to Tokyo, with 1
already on board. They could carve out one space from there for Netaiji.
Netaiji strongly refused to accept this offer. He wished to take the entire
team with him. The INA officers, for the sake of Bose's safety, agreed to
let him go but with one person for company. Netaji chose Habibur, to
which the Japanese agreed. The plane was a two-engine bomber with the
capacity of carrying one tonne load. The bomber took off from Saigon at
5:20 pm, August 17. While the passengers were having a night's halt at
Tourane, the pilot detached the machine guns, its ammunition and anti-
aircraft gun that were fixed to the plane, to reduce weight. The plane
took off from Tourane at sunrise, August 18. It reached Taihoku (Taipei) at
noon. It was filled with gasoline to capacity. The team was headed for
Dairen (Dalian) in Manchuria to drop off Shidei. Netaji agreed to go with
him and to Mukden (Shenyang), the capital of Manchuria. It took off at
around 2-2:30 pm. No sooner was the plane was airborne; at about an
altitude of 20-30 meters, there was a sound of an explosion followed by
three-four loud bangs. The plane nosedived. The propeller on the left side
of the plane fell off. On crashing beyond the concrete runaway, the plane
broke into two. Netaji severely burnt and injured with other co-
passengers along with Col. Habibur Rahaman, taken to Nanmon Military
Hospital south of Taihoku. Few hours later he died there. On 23 August
1945, the Japanese news agency Domei announced the death of Netgiji
Subhash Chandra Bose and General Shidea.

Here comes the twist in the scenario. Till now in India, three commissions
has been formed to investigate in the issue of so called death of Netaji
Subhash Chardra Bose in so called air crash at Taihoku (Taipei) Airport in
18th August, 1945. The Shah Nawaz Committee (1956) and Khosla
Commission (1970) and the Mukherjee Commission (1999) were appointed
to investigate. While the Mukherjee Commission (1999) concluded that he
did not die in an air-crash, the Shah Nawaz Committee (1956) and Khosla
Commission (1970) said that Bose died in an air crash on August 18, 1945
at Taihoku airport in Japanese-occupied Taipei.



Many renowned persons died in a plane crash world-wide, but why
controversy occurs in this case? I am coming one by one into it:-

Netaiji's so called dead body had been wrapped up in a cover, no photo
of his so called dead body or even only face part of that dead body had
been shown.

No death certificate was available in this regards. The Shah Nawaz
Committee said that Netaji was secretly cremated in the name of Okara
Ichiro. When Harin Shah, editor of INTUC Journal Indian Worker, went to
Japan and Formosa (Taiwan) to check the authenticity of the report, he
did find a death certificate send by Army Hospital to Bureau of Health
and Hygiene, dated August 21, 1945. But it referred to Ichiro as a Taiwan
Military Officer. The cause of death mentioned was 'suicide, poison, by
sickness, killed or natural death. The 'sickness’ was dated August 17, 1945,
a day before the alleged plane crash. The time of death was noted as 4
P.M. on August 19. There are too many anomalies in the account. How
could Netaji have been admitted to any Army Hospital a day before the
crash and died on August 19, when he is supposed to have died on
August 18? Also the cause of death mentions various reasons apart from
burn injuries.

A few days later, after the so called plane crash, the first spotting of
Bose after his death was reported. An American Journalist embedded
with US Army, Alfred Wagg, a war correspondent for The Chicago
Tribune, rudely interrupted a press conference of Jawaharlal Nehru to
shout that Bose was "alive and seen in Saigon four days ago". You can
spot this part in the movie "Gumnaami” also, which was released in 2019
and directed by Srijit Mukher;i.

An eminent journalist and once the High Commissioner of India to
Singapore, Prem Bhatia appeared before the Khosla Commission of
Enquiry (1970-74) and filed an affidavit mentioning his meeting with Balraj
Trikha who had seen Bose at the Saigon Airport in 1971.

Refer to this image below:



This picture was taken on 10 January, 1966 at the Indo-Pak Peace treaty
at Tashkent, Russia. This very treaty ended the Indo-Pak war of 1965. It
was hours after signing this treaty that the Indian Prime Minister Lal
Bahadur Shastri died mysteriously. But our focus is on the red encircled
area where we can find a man behind in between Pakistan's then
President Ayub Khan and Soviet Premier Aleksei Kosygin. An
enterprising young London-based NRI, Sidhartha Satbhai commissioned
Neil Millar, a former veteran of the Royal Signals Regiment of the British
Army, to conduct an imagery analysis (face mapping) on the video and
photographic evidence supplied to him in the case of The Bose Mystery.
The forensic face mapping report has found strong resemblance between
S.C. Bose and the man with red circled in the above picture.

The detailed reference of how Neil Millar did the analysis can be found in
the below mentioned link: https://openthemagazine.com/voices/the-
tashkent-man/.

Most interesting development happened, when on 29th March, 2016,
Government of India declassified many files related to S. C. Bose. File No.
87011p1692Pol from Prime Minister's Office (PMO) refers to three radio
broadcasts made by Netaiji after his so-called death on 18th August, 1945.
The first broadcast was on 26th December, 1945, second broadcast was
on Ist January, 1946 and the third one was in February, 1946.

Eminent Journalist, one of the founders of Mission Netaji and leading
researcher in Netaji Mystery, Anuj Dhar, via email, elicited the
information regarding the missing air crash from Taipei Mayor and
Minister of Transportation and Communication, Lin Ling-San. Mayor
emailed to Anuj Dhar and mentioned that the only plane crash thereafter
was a USC-47 Transporter plane carrying 26 persons, mostly former
American prisoners-of-war released from camps in The Philippines. It
crashed between September 20 and 23, on Mount Trident in Taitung,
roughly 200 nautical miles away from Taipei. Mayor made it very clear
that there was no plane crash on 18th August, 1945.



Justice M K Mukherjee, heading the one-man commission of inquiry into
Netaji's disappearance, told newsmen on February 3, 2005 that the
Taiwanese authorities have confirmed to him in his recent visit to Taiwan
that there was no record of any air crash in Taihoku, the old name of
Taipei, between 14th August and September 20th, 1945.

Bhagwaniji, also known as Gumnami Baba, was a mysterious monk, who
lived in different parts of Uttar Pradesh for last thirty years starting from
mid-1950. Bhagwaniji died on September 16, 1985, in Ayodhya. He lived in
various parts of Uttar Pradesh, like Neemsar, Basti, Ayodhyay/ Faizabad
in his time period.

Many followers of Netaji Subhash Chandra Bose like Leela Roy, Pabitra
Mohan Roy, Satya Bakshi and many revolutionaries of Bengal Volunteers
(BV) had close contact with him. After his death the issue has come to
limelight. All his belongings are made available in a museum created by
Uttar Pradesh Government in Rambhaban. For detailed information for it,
I refer all of you to read the book "CONUNDRUM" by Chandrachur
Ghose and Anuj Dhar. Also I refer all of you to see the movie
"GUMNAMI" directed by Srijit Mukherjee. Again I refer all of you to see
the documentary "BLACKBOX OF HISTORY" directed by Amlan Kusum
Ghosh, where you will find the confession of Justice Monoj Mukherjee
(Mukherjee Commission) on Gumnami Baba.



In recent development on October 2022, in response to a RTI of

Sayak Sen, a team member of Mission Netaqji, The Central Forensic
Laboratory (CFSL), Kolkata, has refused to share the
electropherogram report of the DNA sample of Gumnami Baba. But
they have admitted that electropherogram report of DNA sample of
Gumnami Baba, who died in 1985, is in its custody. Directorate of
forensic services shows a lame excuse that if this report has been
disclosed, it can affect international relationship of India with other
countries and also it can create political unrest in our country. Even
they argued that Indian Security and financial situation can be in
trouble. How funny it is........... a monk, who has been declared by
Justice Sahai Commission that he was a very close follower of Netaiji
but not him......... a monk, who had been convicted again and again as
imposter, fraud etc.... By some persons with different interest, but
disclosure of the electropherogram report of the DNA sample of his
teeth will create unrest in the country and even effect worldwide.
So these are few unsolved puzzles, many things are yet left. A lot of
research on Netqji's life , his sacrifices, and his mysterious
disappearance is carried out. Yes, we can also be part of that. But
miles to go.... India has the right to know what happened to Netaji.
Like United States is incomplete without George Washington,
Bangladesh in incomplete without Mujibar Rahaman, same thing
here....India and Indian Independence Struggle is incomplete without
Netaji Subhash and his Azad Hind. Jai Hind. Vandemataram.

Mr.Shantanu Ghosh

Dept. of IT
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Grurrely

Memories neither good nor bad
It always hurt, but I'm glad...
That | had them.
What | do and what’s my way
None are wrong, just time say.
Yes or no, my decisions decide
Where in future, my dreams reside.
How and when, | want to know
Never stopping the race, till life flows.
My response on event might create
Difference in persons, failure or great.
Failure is success, inside out
Followed a way, and never doubt.
This journey makes memories good or bad
It always hurt, but I'm glad...
At least | had them.

- Sandeep
IT 1st YEAR
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SUKOON NAZAARON KE
KHWAAB MEIN

Sukoon uss kashti ke kinare nahi lagti,
Jis kirane ki kashti mein sangharsh na ho.
Lehron ki masti unn kinaro mein kahan?
Unhein pyaalon mein utaro, toh sangharsh shuru ho.

Doobi doobi si yeh nazrey uthao
Nazaaro ki nazar, sitaron par hai.
Khoye ho doobey se nazron mein kahan?
ZLara palke uthao, aasmaan udhar hai.

Khwaab unn aankhon mein chhipe-chhipe se
Chupa lo unhe, uss andheri raat mein.
Unn motiyon mein aise chhupe hai kahan?
Chand shabdon mein utha lo, unhe jazbaat mein.

- Sandeep
IT 1st YEAR







You Live Close To My Heart

You are near my heart every single moment,
You call this life a sweet thirst...

Yesterday, | saw you in my own dreamland.

It was as if you were saying, 'tie me in a bond,’
What kind of relationship is this,

What kind of dreams are these,

even though we are not related,

why do we feel so close?

| keep thinking, and say only with a hesitation...
that every moment, you live close to my heart..!

SUBHADEEP HAZRA
IT, 1st Year



-Anupriya

IT,18t Year
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PROBLEMS
AND SOCIETY

“When people mock or curse members of the LGBTQ+
community, they may be mocking or cursing their own children,

friends, and loved ones.”
-Anna Quindlen

Various people from the LGBTQ+ community have
outshined themselves, despite all the difficulties. Such as-
Joyita Mondal is the first transgender judge in the
Supreme Court.

Gouri Sawant is a popular transgender activist. Born as
Ganesh, she emerged victorious against a society that wasn't
too tolerant towards transgender people. Laxmi Narayan
Tripathi, who is a transgender rights activist and a Hindi film
actress, recognizes herself as a part of the Hijra community.
Prince Manvendra Singh Gohil, India’s first declared gay
prince, was forced to marry a woman as part of shock
therapy. After facing a backlash from society, along with his
family resorting to physical torture, he is now fighting for the
rights of others like him. He knew that he was gay at the age
of 12. But he revealed it at the age of 41 in an interview in
2006. Homosexuality was illegal in India at that time. The
former President Ram Nath Kovind conferred the Padma Shri
upon Manjamma Jogathi who is a transgender dancer. And
many more like them who contributed to the betterment of
society and made India proud in every field. But still, we find
many of them on the roads begging or engaging in other
illegal activities. Generally, the people of India consider
them to be peripheral to their existence. We do not even
care to know their origin or where they live. Why do they
beg? Where are their families? Nobody has the time or
inclination to ponder over such issues.



During the Colonial period, homosexual

intercourse was considered unnatural and was

declared a criminal offence in Section 377 under

Article 18 of the Indian Penal Code. After lots of protests
and 3pposition, on 6th September 2018, the Supreme Court
issue

its verdict. The Court unanimously ruled that Section 377 is
unconstitutional as it is an infringement on the fundamental
rights of autonomy, intimacy, and identity. It led to the
legalisation of homosexuality in India. It took

around 71 years after independence to change the law.
How much time will be needed to change the mindset of
our society?

Imagine the plight of persons who are born transgender or
identify themse?ves as lesbian or gay and are suddenly
disowned by their families because of their gender. A child
fails to understand what his crime is and why his parents
and family abandoned him! He does not know what to do in
a world full of malicious people, human traffickers, and the
like. The Hijra community, often used as a

cuss word, accepts the child and rears it without any future
directives. Of course, people donate generously to NGOs
but do nothing to sustain them. To survive, the child learns
to beg and do other menial jobs. It is very sad that in a
DEMOCRATIC country like India, these people are still not
given any jobs, respect, or entry to religious places, as they
do not conform to the so-called definition of ‘normal’. We
still shrink, when they come closer. We avoid their contact,
show disrespect, anJexp|oit them like animals.

Because of societal pressure, various people who identify
themselves as lesbians, gays, bisexuals, and so on are not
allowed to disclose their identities. Each moment they are
made to behave in a certain manner, and forced to marry
irrespective of their choices or will. They are not treated as
an equal in schools or offices by friends or colleagues.



According to statistics, millions of people

around the world have dropped out of schools

and colleges due to shame, mockery or ill-treatment.
Can we do anything to check this?

We have strict laws against dowry and for the
safeguarding of women, but the practice continues. During
COVID, thousands of LGBTQ+ people were not given
proper healthcare facilities due to their gender. Peﬂ\aps
they don’t qualify as humans! We have a law that allows
them to live freely, but society still does not accept them or
let them live. Still, parents disown their children cﬁje to "log
kya kahenge" what would people say syndrome.
Acceptance is the simplest solution to their problems- An
acceptance by the person concerned and acceptance by
society.

| feel overwhelmed that | was born in a generation where
irrespective of the existing problems, there is a constant
attempt to create awareness to respect every gender and
person. Movies like "Laxmi" by Akshay Kumar, "Maja Ma" by
Madhuri Dixit and various others are instrumental in
creating this awareness. | am glad that when | travel by
train, | see women talking to them like fellow beings and
not animals.

A lot needs to be done to make our society more inclusive,
to see them get their due in society and contribute towards
the growth of the country. We can surely bring about a
change sooner if we unite across our differences to
establish universal opposition to all acts of intolerance and
violence.

-ANJALI PANDEY
IT, 3rd Yr



Social Awareness

THE CHALLENGES OF REMOTE EDUCATION

The beginning of COVID era marked the importance if remote
education not only in India but also in the entire world. Along with the
socio-economic issues, we're also concerned with halt in the academic
growth. Many technical and approachable methods have aided in
making the distance education a success. Even though as conducive as
it sounds, it came with a load of challenges making it difficult for both
the learners and educators.

Due to this new environment, everybody had to spent a significant
duration in adapting the new technique. Several teachers who were
experienced in a particular arena found themselves to be out of place
with this new kind of exposure, because of this many students have
taken advantage of the situation.

Since the procedure is virtual specially remote, we cannot expect an
immediate feedback from the students. Lag in communication, faulty
internet connectivity, unavailability of signals and many-many more.
Moreover, there are several families who cannot afford the necessary
equipment's required for virtual education which in turn hampers with
their education.

This mode of education comes with a lot of problems but the
saying, "For every problem, their is a solution” holds true. From
the previously mentioned problems, beginning with the first; we
have YouTube and numerous alike platforms providing us the
benefit and method to use tools. The second issue; it can be solved
by the help if schemes, funds from NGOs, Government and
several other. It is the responsibility of the present and future
generations to come up new revolutionary ideas so that if any
pandemic like COVID arises again we can fight with our full might.

-Anuska Bose
It 1st Year
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GET. SET. SECURE.

Cybersecurity is one of the most important things to keep in
mind today while doing..well, literally anything. Awareness
about cyber threats thus becomes of utmost importance. The
Open Web Application Security Project (OWASP) is an
online community that produces freely-available articles,
methodologies, documentation, tools, and technologies in the
field of web application security, and makes it easier to be
aware about serious threats by publishing the top 10
vulnerabilities by which users get hacked. Let's peep into the
OWASP top 10 vulnerabilities as of 2021:

1) Broken access control : Access control (or authorization) is
the application of constraints on who (or what) can perform
attempted actions or access resources that they have
requested. In the context of web applications, access control
is dependent on authentication and session management.
Broken access control vulnerabilities exist when a user can in
fact access some resource or perform some action that they
are not supposed to be able to access. Hackers exploit this
vulnerability to masquerade as users and access resources
using privileged functions. There have been several instances
in which Broken Access Control vulnerabilities have led to
real-world consequences. In August 2015, for instance, the
security researcher Laxman Muthiyah found a Facebook
vulnerability that allowed them to become an administrator of
any Facebook page. This was done by making a POST request
to a vulnerable API endpoint of Facebook.
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2) Cryptographic Failures : In simple words, weak encryptions
might result in the exposure of sensitive data through potential
vulnerabilities. And this is known as cryptographic failures.
Some of the issues that come under this category are -
sensitive data transmitted (via HTTP, FTP, SMTP, etc) or stored
in clear-text (in database, files, etc), use of old or weak
cryptographic algorithms, use of weak or default encryption
keys or re-use of compromised keys, encryption not enforced
or server certificates not validated while communicating with it
and several other causes. Ensuring that cryptography is
properly implemented is critical. Understanding why
cryptography is important and how it works is paramount to
using it correctly.

3) Injection : An injection flaw is a vulnerability which allows
an attacker to relay malicious code through an application to
another system. This can include compromising both backend
systems as well as other clients connected to the vulnerable
application. The effects of these attacks include allowing an
attacker to execute operating system calls on a target
machine, compromise backend data stores, compromise or
hijack sessions of other users, force actions on behalf of other
users or services. Many web applications depend on operating
system features, external programs, and processing of data
queries submitted by users. When a web application passes
information from an HTTP request as part of an external
request, set up a way to scrub and validate the message.
Otherwise an attacker can inject special (meta) characters,
malicious commands/code, or command modifiers into the
message. Succesful injection attacks may completely
compromise or destroy a system. It is important to test for and
protect against these types of attacks.
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4) Insecure Design : Insecure design is a broad category
representing different weaknesses, expressed as “"missing or
ineffective control design.” There is a difference between
insecure design and insecure implementation. OWASP
differentiates between design flaws and implementation
defects for a reason, they have different root causes and
remediation. A secure design can still have implementation
defects leading to vulnerabilities that may be exploited. An
insecure design cannot be fixed by a perfect implementation
as by definition, needed security controls were never created
to defend against specific attacks. One of the factors that
contribute to insecure design is the lack of business risk
profiling inherent in the software or system being developed,
and thus the failure to determine what level of security design
is required. An example scenario might be - a cinema chain
allows group booking discounts and has a maximum of fifteen
attendees before requiring a deposit. Attackers could threat
model this flow and test if they could book six hundred seats
and all cinemas at once in a few requests, causing a massive
loss of income.

5) Security Misconfiguration : Security misconfiguration
vulnerabilities take place when an application component is
vulnerable to attack as a result of insecure configuration
option or misconfiguration. Misconfiguration vulnerabilities are
configuration weaknesses that might exist in software
subsystems or components. For instance, web server software
might ship with default user accounts that a cybercriminal
could utilize to access the system, or the software might have
a known set of standard configuration files or directories,
which a cybercriminal could exploit. Furthermore, software
might have vulnerable services enabled, such as remote
administration operations. Misconfiguration vulnerabilities
cause your application to be vulnerable to attacks that targe
any component of the application stack.
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6) Vulnerable and Outdated Components : One is likely
vulnerable to this if one does not know the versions of all
components he/she uses (both client-side and server-side,
includes components directly used as well as nested
dependencies), if the software is vulnerable, unsupported, or
out of date(this includes the OS, web/application server,
database management system (DBMS), applications, APIs and
all components, runtime environments, and libraries), if you do
not scan for vulnerabilities regularly and subscribe to security
bulletins related to the components you use, If you do not fix
or upgrade the underlying platform, frameworks, and
dependencies in a risk-based, timely fashion(this commonly
happens in environments when patching is a monthly or
quarterly task under change control, leaving organizations
open to days or months of unnecessary exposure to fixed
vulnerabilities),or if software developers do not test the
compatibility of updated, upgraded, or patched libraries.

/) Identification and Authentication Failures : Identification
and authentication failures can occur when functions related
to a user's identity, authentication, or session management
are not implemented correctly or not adequately protected by
an application. Attackers may be able to exploit identification
and authentication failures by compromising passwords, keys,
session tokens, or exploit other implementation flaws to
assume other users' identities, either temporarily or
permanently. Attackers use a range of techniques to exploit
broken authentication, including brute force/credential
stuffing, session hijacking, session fixation, Cross Site Request
Forgery(CSRF), Execution after Redirect(EAR), one-click
attack
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8) Software and Data Integrity Failures : Software and data
integrity failures relate to code and infrastructure that does not
protect against integrity violations. An example of this is where
an application relies upon plugins, libraries, or modules from
untrusted sources, repositories, and content delivery networks
(CDNs). An insecure CI/CD pipeline can introduce the potential
for unauthorized access, malicious code, or system compromise.
Lastly, many applications now include auto-update
functionality, where updates are downloaded without sufficient
integrity verification and applied to the previously trusted
application. Attackers could potentially upload their own
updates to be distributed and run on all installations. Another
example is where objects or data are encoded or serialized into
a structure that an attacker can see and modify is vulnerable to
insecure deserialization.

9) Security Logging and Monitoring Failures : Security
logging and monitoring failures are frequently a factor in major
security incidents. Failure to sufficiently log, monitor, or report
security events, such as login attempts, makes suspicious
behavior difficult to detect and significantly raises the
likelihood that an attacker can successfully exploit your
application. For example, an attacker may probe your
application or software components for known vulnerabilities
over a period. Allowing such probes to continue undetected
increases the likelihood that the attacker ultimately finds a
vulnerability and successfully exploits the flaw. Insufficient
logging, monitoring, or reporting makes your application
susceptible to attacks that target any part of the application
stack. Attacks like code injection, buffer overflow, command
injection, cross-site scripting(XSS), forceful browsing may
result from a failure to log, monitor, or report security events.
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10) Server-Side Request Forgery (SSRF) : Server-side
request forgery (also known as SSRF) is a web security
vulnerability that allows an attacker to induce the server-side
application to make requests to an unintended location. In a
typical SSRF attack, the attacker might cause the server to
make a connection to internal-only services within the
organization's infrastructure. In other cases, they may be able
to force the server to connect to arbitrary external systems,
potentially leaking sensitive data such as authorization
credentials. A successful SSRF attack can often result in
unauthorized actions or access to data within the
organization, either in the vulnerable application itself or on
other back-end systems that the application can communicate
with. In some situations, the SSRF vulnerability might allow an
attacker to perform arbitrary command execution. An SSRF
exploit that causes connections to external third-party
systems might result in malicious onward attacks that appear
to originate from the organization hosting the vulnerable
application. SSRF attacks often exploit trust relationships to
escalate an attack from the vulnerable application and
perform unauthorized actions. These trust relationships might
exist in relation to the server itself, or in relation to other
back-end systems within the same organization.

Bibliography : owasp.org, PortSwigger Academy, blogs

-Ishika Saha

IT, 3rd Yr




THE FUTURE OF TECHNOLOGY:
WHAT IS YOUR PREDICTION?

Technology is growing at such a rapid pace that we have no idea what's
coming next. In the past few years, we have seen massive growth in the
adoption of AR, VR, Al and more. With each new technology emerging
into the market, it seems like there are no limits to how far tech can go.
But with so many new technologies hitting the market every day, it can be
difficult to keep track of which ones will stick around and which ones will
fade away. Which technologies will continue to grow and thrive? Which
ones are on their way out? And which ones are just beginning to sprout in
their infancy? These are all questions that you may have as a tech
enthusiast. Fortunately for you, this article answers them all!

What will be the future of technology?

The future of technology is likely to be very different from what we've
come to expect. This is because we are seeing more adoption of emerging
technologies by more people around the globe. In the past, only a small
percentage of the world’'s population had the technology to experience
emerging technologies. Nowadays, the number is much higher. This means
that the next 5-10 years will be an important time in the history of
technology. We're at a point in our history where the old ways of thinking
and doing will be left behind. We are seeing a shift from a world that only
uses a small percentage of the technology we have today to a world
where almost all of it is available to us. This means that the future of
technology is likely to be very different from the past.

How we use technology: on our phones, in our homes, or at
work?

As you can see from the above section, there are many different types of
technology that we use in our daily lives. What will the future of
technology be in each of these areas? The future of technology will almost
certainly be very different in each of these areas. With so much
technology being released each year, it can be difficult to keep track of
which ones will stay around and which ones will fade away. In recent
years, we have seen an upsurge in the popularity of phones with large
screens. It is possible that we are nearing the end of this trend.
Additionally, VR technology is starting to make a mark in the healthcare,
leisure and automotive industries.



As we keep looking back at the past, it becomes clear that each new
technology has a set of traits which make it distinct from previous ones. We can
expect this trend to continue with each new emerging technology.

Globalization and how it will change everything

As we mentioned above, the old ways of thinking and doing will almost
certainly change as a result of the adoption of new technologies. New research
can be done, new ideas can be conceived, and new solutions can be sought.
This will all happen as a result of the adoption of new technologies and the
journey that each new technology takes. It is important to note that the old
ways will almost certainly change too. Many jobs will become obsolete as a
result of the new technologies, and there will be a push for more innovation and
creativity in these areas. For example, scientists believe that the ability of Al
computers to think and reason like humans is just a few years away. With new
technologies, such as Al that can understand and react to context, jobs such as
laow enforcement can be done more effectively. The same can go for other
industries. New technologies can be used to improve the efficiency of
production, reduce the carbon footprint of production, and increase the speed
of delivery of goods and services.

5 Technologies You Can Start Using Right Now

Artificial intelligence (Al) - This is already being used in a variety of areas,
such as in driver assistance systems and other automation. With Al, computers
can "read" traffic signs and upcoming stops to help drivers avoid accidents.
Augmented reality (AR) - AR allows you to place virtual objects in 3D space,
usually on a smartphone screen. It can be used to enhance the user experience,
for example by adding GPS information or providing a virtual storefront for
online purchases.

Virtual reality (VR) - VR is a technology which lets you "step inside" another
world. It is different from computer graphics in that it uses the computer's
graphics to create a realistic environment. It can be used for many different
purposes, such as allowing you to look inside a different body and see how it
works, or giving you a "virtual tour" of your neighborhood. Is it possible to
completely replace one job with another? It is an interesting thought, but it isn't
happening any time soon. It will take many years before we see widespread
adoption of Al and VR in the workplace.

AR: The Next Big Thing

Augmented reality is a concept which places virtual objects in the real world,
often with the help of "augmented reality" glasses. For example, you could put
a virtual sign in front of you which says "Welcome to the future." With AR, you
can see what the sign looks like in augmented reality. This is a relatively new
concept, and it is still developing. It is likely to be a while before we see AR
used in the workplace.



VR: The Future of Interactive Entertainment

VR can totally change the way you experience interactive media. It gives you a
completely immersive experience which is often accompanied by sound and
images. It is not just computer graphics that can be used in VR; anything that
can be captured by a camera and rendered as 3D graphics can be used in VR.
VR can also provide additional information and benefits beyond what is
provided by an external display. VR can also be used to train machines to do
tasks, and it can be used to create new forms of media. VR can be used to
enhance other types of mediq, including video and pictures, and it can also be
used to watch live TV or video on demand. It will be interesting to see what
uses VR gets in the future.

How to Create & Store your Technology forever

If you love technology, it is likely that you have a box of gadgets and
accessories somewhere in your house. You probably have an iPhone, an iPad, a
laptop, an Amazon Echo, a Google Home, etc. These devices all use various
types of technology. Some of them are old and slow, while others are new and
fast. Most importantly, they all use batteries. Batteries will eventually run out of
juice and eventually you will have to replace them. What should you do with
your old devices? Give them away? Sell them? You can keep them if you want
to. But the storage and the maintenance cost will eat away at your savings.
That is why it is better to just get a new device each time you need a new
version of a certain software, or when you feel the old one is getting tired.

-Mayuk Das
IT,4th yr
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"YOU CAN'T CROSS THE SEA MERELY BY STANDING
AND STARING AT THE WATER"

I :
A J

Aritrick Bhowmick
IT, 3rd Year

Abhilash Acharya
IT, 4th Year
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Sayan Das
IT, 2nd Year



T EVERYTHING IS GOING TO TURN OUT FOR GOOD"

sh Acharya, IT, 4th Year

tosh Jha IT, 2nd Year
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"SUNSETS ARE THE PROOF THAT ENDINGS CAN BE
BEAUTIFUL TOO"

Sayan Das
IT, 2nd Year



“A SINGLE LIGHT BEAM IS ENOUGH TO DRIVE AWAY MANY

SHADOWS™
Ashutosh Jha
IT, 2nd Year
Sulagna
Bandopadhyay
IT, 2nd Year
Abhilash Acharya

IT, 4th Year
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“LUCKY ARE THOSE WHO CAN FEEL THE ESSENCE OF TRAVELLING,
RATHER THAN WAITING FOR THE DESTINATION ONLY"

Aritrick Bhowmick
IT, 3rd Year

Sulagna
Bandopadhyay
IT, 2nd Year







“NATURE SHOWS US HOW T0 LIVE, LOVE AND GROW
ALONGSIDE EACH OTHER"

Sayan Das
IT, 2nd Year

Aritrick Bhowmick
IT, 3rd Year

Sayan Das
IT, 2nd Year



“LOVE FOR ALL LIVING CREATURES IS THE MOST NOBLE
ATTRIBUTE"

}} Sayan Das

l IT, 2nd Year




"IF DARKNESS NEVER ARRIVES,
HOW WILL THE LIGHT OF YOURS EVER BE SEEN"

Subhadeep Hazra
IT, 2nd Year
Sayan Das
IT, 2nd Year
Subhadeep Hazra

IT, 2nd Year



"PLEASE REMEMBER THAT BEAUTIFUL THINGS CAN
BLOOM FROM THE SEEDS OF THE MOST DIFFICULT TIMES™

Sayan Das
IT, 2nd Year

Subhadeep Hazra
IT, 2nd Year

Sayan Das
IT, 2nd Year
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DEPARTMENT OF
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HERITAGE INSTITUTE OF TECHNOLOGY




SEMINAR SERIES 2022

Speaker: Prof. Debabrata Dutta

Dept. of IT & Joint Director, Research & Development,

P. C. Mahalanobis Memorial
Seminar Series on

"Data Science in Industrial
Applications"

Organized by: Department of May 23rd, 2022
Information Technology, 3.30 PM - 5.00 PM
Heritage Institute of Technology Venue: ICT 615




SEMINAR SERIES 2022

P. C. Mahalanobis Memorial
Seminar Series on

"Data Science in Industrial
Applications"

Organized by: Department of June 20th, 2022
Information Technology, 11 AM - 12.30 PM
Heritage Institute of Technology Venue: MCA103




SEMINAR SERIES 2022

Speaker: Prof.Rituparna Sinha
Asst. Professor, Dept. of IT

Human Genomics:
Big Data

Organized by: Department of
Information Technology,
Heritage Institute of Technology

May 25th, 2022
3:15 PM Onward




SEMINAR SERIES 2022

Speakers: Udit Singh, Aritra Das, Shreya Bose

Dept. of IT

Alumni

Organized by: Department of August 25th, 2022
Information Technology, 11:00 AM Onward
Heritage Institute of Technology Venue: ICT211




FDP

on

BLOCKCHAIN

and its Practical
Implementation

Organized by
Department of Information Technology
Supported by

IQAC
Heritage Institute of Technology

CLLLLILLKL

22ND AUGUST TO 26 AUGUST, 2022
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Highlights

DAY 1:

BLOCKCHAIN TECHNOLOGY,
BITCOIN, HANDS-ON
(BLOCKCHAIN)

DAY 2:

BITCOIN MINING, BLOCKCHAIN
SECURITY, HANDS-ON (BITCOIN)

DAY 3:

ETHEREUM BASICS, BASICS OF
SOLIDITY, HANDS-ON
(ETHEREUM)

DAY 4:

BLOCKCHAIN
INTEROPERABILITY,
DECENTRALIZED APP (DAPP),
HANDS-ON (DECENTRALIZED
APP)

DAY 5:

BLOCKCHAIN ENTERPRISE USE
CASES, HYPERLEDGER FABRIC,
HANDS-ON (HYPERLEDGER
FABRIC)




Glimpses of the Program

Inaugural Program




Lecture Sessions




Valedictory session




An inter-college

Tech Fest

TECHNOVATION

2022

After a break of two years due to the vulnerable pandemic, the 4th
edition of TECHNOVATION was welcomed with great enthusiasm.
This year TECHNOVATION hosted 7 events in which students from
nearly 12 different esteemed colleges across the city had
participated.

Tech Quiz (2 rounds)

Workshop on React JS

Code Marathon (2 rounds)

Bug out

Innovation Meet

Technovation Smart Project (TSP)
Seminars

The events had taken place on September 23 and 24, 2022.

Organized by: Department of
Information Technology,
Heritage Institute of Technology




GLIMPSES OF TECHNOVATION







Organized by: Department of
Information Technology,
Heritage Institute of Technology



The Student's magazine of IT department has been created with the joint
efforts of HOD ma'am, the faculty members, technical staffs, and each and
every student of our department.

We would like to express special gratitude to our mentor Prof. Rituparna
Sinha for her constant guidance and encouragement.

The magazine embraces artwork ranging from paintings to poems, articles to
photography and also contains the glimpse of various departmental activities
conducted throughout the year.

Finally, we would like to thank all the contributors for their valuable works.

HOD: e Ayana Samanta (3rd Year)

* Prof. Siuli Roy e Aditya Kumar (3rd Year)
Faculty Mentor Abhivyakti: * Pronit Dobe (3rd Year)

* Prof. Rituparna Sinha * Ishika Saha (3rd Year)
Editors Abhivyakti: e Aritrick Bhowmick (3rd Year)

e Shlok Jain (3rd Year) e Aritra Dutta (3rd Year)

e Aritra Dutta (3rd year) e Sangram Maitra (3rd Year)

e Sameeksha Sriram (3rd Year) * Shubhankar Mondal (3rd Year)

e Debtanu Goswami (3rd Year) e Sayan Das (2nd Year)
Contributors: e Bhargobi Roy (2nd Year)

e Mr. Shantanu Ghosh ¢ Ashutosh Jha (2nd Year)

e Ms. Chhanda Dey e Sulagna Bandopadhyay (2nd Year)

e Ms. Samadrita Ray * Sandeep (1st Year)

e Subhodeep Ghosh (4th Year) * Ishika Choudhury (1st Year)

e Mayuk Das (4th Year) e Subhadeep Hazra (1st Year)

e Nikki Priya (4th Year) * Anupriya (1st Year)

* Abhilash Acharya (4th Year) * Jhinuk Guhait (1st Year)

e Akanksha Maloo (3rd Year) ¢ Shrishti Majumdar (1st Year)

e Anjali Pandey (3rd Year) * Rishov Saha (1st Year)

e Sameeksha Sriram (3rd Year) * Anushka Nath (st Year)

¢ Anuska Bose (1st Year)



Team IT




