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Digital transformation 
hits budget reality

With spending under pressure, CIOs are 
cutting sprawl and forcing cloud, networks 

and platforms to prove value.
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[Opening Note]

Shubhendu 
Parth

shubhendup@cybermedia.co.in

BSNL, Budget 2026–27, and  
what the numbers quietly signal
For the telecom sector, India’s Budget 2026–27 brings the focus back on BSNL, primarily because of the scale of 
public funding routed through the Department of Telecommunications (DoT). At first glance, the numbers appear 
reassuring: a net outlay of Rs 73,990 crore, a push on capital expenditure, and continued emphasis on rural broadband 
and digital infrastructure. But a closer look at the allocations and the broader macro context raises questions about 
what this funding is designed to address—and what it does not.

A large share of the DoT outlay is effectively pre-committed. Around Rs 20,000 crore is earmarked for BharatNet, 
while more than Rs 17,000 crore flows through the Universal Service Obligation Fund. These allocations are meant to 
expand rural connectivity, meet coverage obligations, and compensate service providers for mandated rollouts. In this 
framework, BSNL is positioned less as a commercial challenger and more as a public infrastructure executor.

That positioning aligns with the Economic Survey 2025–26, which increasingly treats digital networks as future-ready 
public infrastructure, justified by economy-wide spillovers rather than near-term commercial returns. This explains 
why coverage and control are prioritised over profitability. But it also underlines a structural risk: infrastructure-led 
funding does not resolve the long-term economics of the telecom sector.

The numbers reinforce this concern. There are no dedicated allocations for 5G densification, enterprise or private 
5G services, cloud-edge integration, or next-generation network platforms. DoT’s R&D allocation stands at about Rs 
400 crore, modest relative to ambitions around AI, data centres, and digital public infrastructure. Similarly, domestic 
industry incentives under DoT remain under Rs 2,000 crore, limiting their impact on export-oriented telecom 
equipment or advanced network IPs.

Revenue projections add another layer of caution. Despite higher public spending, telecom sector revenues are 
projected at around Rs 1.17 trillion in 2026–27, lower than the revised estimates for the current year. This suggests 
continued financial stress in the sector. The Economic Survey’s discussion on India’s high cost of capital further 
sharpens this point. Telecom, among the most capital-intensive sectors, continues to operate under high financing 
costs without relief on levies, spectrum pricing, or monetisation pathways.

In this context, optimism around BSNL must be interpreted carefully. The budget appears to be betting on BSNL 
primarily as an instrument of policy execution—particularly for rural broadband and sovereign infrastructure—
rather than as a driver of sector-wide revival or innovation-led growth. That may be defensible from a public policy 
perspective, but it leaves unresolved questions about competitiveness and private investment incentives.

The message is clear: telecom is an essential infrastructure, assumed to scale alongside data centres, AI platforms, 
and digital services. But without integration into these growth engines—and without addressing the sector’s structural 
economics—there is a risk that networks remain foundational yet financially constrained. The challenge for policy, 
therefore, is not merely to fund connectivity, but to align telecom execution with India’s broader digital, export, and 
productivity ambitions.

https://www.linkedin.com/in/shubhenduparth?originalSubdomain=in
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Telcos recast as AI-driven  
full-stack digital platforms

Telecom operators (telcos) in India are moving 
beyond connectivity and repositioning 
themselves as AI-ready digital platforms, 
intensifying competition not only within the 

sector but also with hyperscalers and IT services firms in 
managed AI, data and security.

A major telecom company in India has announced 
what it describes as the world’s first Gen-AI collaboration, 
offering bundled benefits to eligible customers. At the same 
time, another operator is pursuing a data-driven freemium 

strategy built around its own cloud and AI services, curated 
OTT content—particularly live sports—and 5G expansion 
to deepen engagement across digital touchpoints.

The telecom market in India, long characterised as 
an oligopoly, is undergoing strategic realignment. As 
operators embed themselves more deeply in consumers’ 
digital lives, the emphasis on voice and data tariffs is 
diminishing. In its place is a broader portfolio of digital 
products and services designed to extend customer 
relationships beyond basic connectivity.

By Peeyush Vaish

TSPs in India are expanding beyond connectivity, bundling cloud, OTT and analytics 
to deepen user engagement, strengthen retention and lift revenue metrics.

The SIM is no longer the endpoint but 
the gateway to a layered digital stack 
built on cloud, AI tools and sustained 
engagement across user journeys.
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Investor confidence signals belief 
that telecom networks can distribute, 
scale and monetise AI, cloud and data 
services beyond connectivity.

From Connectivity to  
Platform Ecosystems
A central feature of this shift is the transformation of 
telecom services into platform-based ecosystems. 
Operators are deploying freemium models that bundle 
free cloud storage, OTT subscriptions and other digital 
services to drive adoption. While such incentives 
may initially appear to be cash burn, they represent a 
long-term strategy to secure customer loyalty as the 
ecosystem matures.

By integrating additional services into core plans, 
operators reduce churn risk as tariffs rise and encourage 
customers to adopt technologies such as 5G and cloud-
enabled applications. Free or bundled services function 
as low-risk engagement tools, keeping users within the 
operator’s digital environment.

Freemium strategies, combined with consolidated 
entertainment offerings, aim to increase subscriber 
stickiness and maximise lifetime value. The objective is 
sustained engagement, lower churn and higher average 
revenue per user (ARPU).

According to the TRAI FY2025 report for the year 
ended March, ARPU rose 19% year on year from Rs 
153.54 in FY24 to Rs 182.95 in FY25, supported in part by 
bundled and differentiated offerings. By extending beyond 
network quality and speed, operators are signalling a shift 
towards platform-led service ecosystems.

Integrating connectivity with a full-stack digital 
suite—spanning entertainment, cloud and AI—enhances 
the value proposition and strengthens long-term 
loyalty. Customers are no longer tied solely to a SIM 
card but to an interconnected portfolio of services, 
reinforcing a digital-first ecosystem in India’s evolving  
telecom landscape.

Competitive Adjacency and  
Data Monetisation
This transition places telecom operators in direct com-
petitive adjacency with traditional IT and digital service 
firms. As they expand into managed AI, cloud and cyber-
security, telcos are entering domains once dominated by 
technology integrators and hyperscalers.

The market appears to recognise this shift. In at least 
one case, a telecom operator’s market capitalisation has 
surpassed that of several large-cap IT firms. Investors 
are pricing in expectations that telecom companies 
can unlock multi-channel growth by leveraging their 
customer base, network assets and data capabilities.

This divergence also reflects broader dynamics in India’s 
digital economy. While telecom operators benefit from 
rising data consumption and platform integration, segments 
of the IT services industry are contending with global 
economic pressures and technology-driven restructuring.

At the core of the telecom pivot is data. As customers 
engage with entertainment, cloud storage, and AI-driven 
tools, operators accumulate behavioural insights that can 
be analysed to enable personalised upselling and cross-
selling. Premium applications and differentiated tools are 
positioned to encourage migration to higher-tier plans.

Such integration enables telecom companies to operate 
as digital ecosystem providers rather than pure-play 
connectivity vendors. By combining network services with 
AI, cloud and other digital offerings, they create multiple 
monetisation levers across the customer lifecycle.

Aggregating usage data across services enables 
targeted marketing and tailored plan design. Personalised 
offers based on consumption patterns, layered on top of 
connectivity, strengthen the commercial model. At the 
same time, the depth of integration raises barriers to 
entry for new competitors. As more services are bundled 
into a single platform, switching providers becomes 
less straightforward for consumers, giving established 
players structural advantages.

India’s telecom operators are evolving to redefine 
their role in the digital economy. By shedding their 
pure-play connectivity skin and transitioning to AI- 
and cloud-driven platforms, they are seeking to anchor 
themselves at the centre of the country’s 
digital transformation. 

TThe author is a Partner & TMT Industry 
Leader at Deloitte India.

feedbackvnd@cybermedia.co.in

https://www.linkedin.com/in/peeyush-vaish-02991011/?originalSubdomain=in
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From systems to strategy:  
The enterprise infrastructure shift

In today’s digital-first environment, information 
technology (IT) has shifted from a support role to a 
core enabler of enterprise transformation. It no longer 
functions solely to maintain systems but is now 

central to how businesses in India and the Asia-Pacific 
region drive operational efficiency, user experience, and 
long-term competitiveness. Modern IT systems underpin 
infrastructure for collaboration, ensure continuity in 
hybrid environments, and provide the foundation for 
data-led decision-making.

The growth of hybrid work and globally distributed 
teams has changed how organisations plan and invest 

in IT infrastructure. In India, the adoption of hybrid 
work models has grown significantly post-pandemic, 
requiring enterprises to support secure, seamless 
access to systems and data from anywhere. A 2023 
Nasscom report noted that nearly 70% of Indian 
enterprises are investing in technologies that enable  
hybrid operations.

To meet these evolving requirements, organisations 
are deploying scalable digital infrastructure, including 
cloud platforms, virtual collaboration environments, 
and remote access systems. These capabilities help 
ensure business continuity and real-time collaboration 

By Prakash Kumar

As hybrid work, data growth, and cyber risk converge, enterprises are re-architecting 
digital infrastructure to gain agility, resilience, and regulatory confidence.

Infrastructure decisions are no longer 
technical choices alone; they now shape 
how enterprises manage risk, scale 
innovation, and compete globally.
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 In Brief
•	 IT infrastructure has moved from back-office 

support to a strategic layer that enables 
enterprise agility, resilience, and long-term 
competitiveness.

•	 Hybrid work has accelerated demand for secure, 
scalable access to systems, driving investments 
in cloud, collaboration, and remote access 
platforms.

•	 Data infrastructure is now a core enterprise 
asset, requiring stronger governance, security, 
and compliance frameworks.

•	 Cybersecurity is being embedded into 
infrastructure design, shifting from reactive 
controls to proactive, architecture-led defence 
models.

•	 Cloud-native and modular infrastructure is 
helping enterprises scale faster, avoid legacy 
bottlenecks, and respond to shifting market 
demands.

•	 India’s Global Capability Centres are emerging as 
global hubs for cloud operations, cybersecurity, 
and infrastructure automation at scale.

As data volumes surge, the real differentiator 
lies not in collection but in how securely 
and responsibly enterprises manage and 
integrate information.

while maintaining flexibility for future growth. They 
also support data integration across locations, helping 
enterprises maintain consistency and responsiveness 
across business units.

Data Infrastructure as a Strategic Asset
As businesses scale and digital adoption increases, 
the volume of data being generated across platforms, 
systems, and devices is expanding rapidly. In India, where 
the digital economy is expected to reach USD 1 trillion 
by 2025, data has become central to enterprise value 
creation. When integrated effectively, enterprise data 
can improve workflows, support analytics, and inform 
strategic decisions.

However, infrastructure challenges around data 
governance, security, and compliance are also growing. 
For instance, India’s Personal Data Protection Bill 
outlines regulatory expectations for data use, privacy, 
and transparency. Enterprises must balance the need 
to extract value from data with the responsibility of 
managing it securely and ethically.

This has led to increased investment in data platforms, 
storage systems, and advanced analytics tools that 
can process information efficiently and securely. By 
establishing clear data management frameworks, 
businesses are positioning themselves to comply with 
evolving regulations while leveraging insights to remain 
agile in competitive markets.

Cybersecurity Embedded in  
Infrastructure Design
As digital infrastructure grows more complex, cybersecu-
rity has become a critical design principle rather than an 
afterthought. With increased exposure to Internet-based 
threats, businesses in India and the broader Asia-Pacific 
region face a rising number of cyber incidents. According 
to a 2023 Gartner report, cyberattacks in the region have 
increased by 30% year-on-year, with India among the 
more frequently targeted markets.

To reduce this risk, enterprises are embedding 
security within infrastructure architecture—building it 
into networks, systems, and endpoints. This includes 

proactive risk assessments, access controls, and 
layered defence models. Infrastructure teams are also 
incorporating secure cloud configurations and regularly 
updating systems to close known vulnerabilities.
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Additionally, user education is emerging as a key part 
of the security framework. With many breaches resulting 
from misconfigurations or human error, enterprises 
are strengthening internal protocols and awareness 
initiatives to build a more resilient digital environment.

Infrastructure Scalability and  
Business Agility
Enterprises are increasingly prioritising scalable 
infrastructure that can adapt to evolving business needs. 
Whether expanding to new markets, onboarding digital 
services, or supporting growing user bases, scalability 
has become critical to business resilience. Without it, 
legacy systems often become bottlenecks that slow 
innovation and responsiveness.

In India, the rapid expansion of digital-native sectors 
such as fintech and e-commerce has underscored the 
need for cloud-native infrastructure that can scale quickly 
without compromising performance or security. A recent 
IDC study highlighted that 60% of Indian enterprises 
are using cloud technologies to improve scalability and  
drive transformation.

Infrastructure modularity—enabled through 
microservices, containers, and API-led integration—is 
also gaining traction. These systems allow enterprises to 
scale parts of their infrastructure independently, enabling 
faster rollouts and improved resource efficiency.

Global Capability Centres and  
Digital Infrastructure
Global Capability Centres (GCCs) in India are increasingly 
playing a pivotal role in shaping enterprise IT 
infrastructure strategy. The Asia-Pacific region accounts 
for over 40% of the world’s GCCs, according to Nasscom, 
with India emerging as a key location for infrastructure-
centric operations.

Many multinational organisations use their Indian GCCs 
to manage large-scale cloud environments, cybersecurity 
operations, and data platforms. These centres act as 
central hubs for building standardised infrastructure 
practices across global regions, supporting resilience and 
performance in distributed enterprise setups.

The author is the Head of Corporate IT of  
ZEISS India.

feedbackvnd@cybermedia.co.in

In several cases, GCCs are leading infrastructure 
automation efforts, driving adoption of DevOps and 
Site Reliability Engineering (SRE) models, and building 
capabilities in AI-driven operations management. Their 
growing role in developing and maintaining digital 
infrastructure is contributing to more consistent service 
delivery and improved operational metrics across  
the enterprise.

Infrastructure Priorities for the Future
As the business environment continues to evolve, 
enterprise IT priorities are being recalibrated around 
three pillars: connectivity, data management, 
and cybersecurity. These areas will define how 
infrastructure is designed, deployed, and operated in the  
coming years.

Reliable connectivity remains fundamental—
especially with the spread of hybrid work and multi-
cloud strategies. Data infrastructure will continue 
to require investment in integration, storage, and 
governance frameworks to keep pace with regulatory 
requirements and business needs. Meanwhile, 
cybersecurity will need to evolve alongside threat 
vectors, requiring adaptive systems and continuous 
monitoring capabilities.

The challenge for IT leaders lies in building an 
infrastructure that is not only scalable and secure but 
also agile enough to support innovation. Investments in 
cloud platforms, network optimisation, and infrastructure 
automation are expected to drive enterprise 
competitiveness and enable sustainable growth.

By aligning infrastructure priorities with strategic 
goals, enterprises can create resilient environments that 
support digital transformation, manage risks, and respond 
effectively to new opportunities. The next wave of IT 
infrastructure will not only support current operations 
but will also serve as a foundation for 
future-ready enterprises. 

Cyber resilience is increasingly determined 
by design choices made early in 
infrastructure planning, not just by tools 
added after deployment.

https://www.linkedin.com/in/prakashkt/?originalSubdomain=in
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Data as a product: Powering AI  
on the cloud

Nearly 402.74 million terabytes of data are 
generated every day. For businesses, this constant 
stream is more than just digital exhaust—it is a 
critical resource. But most of it remains unused: 

scattered, siloed, and invisible. A 2024 study by IBM IBV 
shows that 67% of CFOs believe their C-suite has the data 
necessary to capitalise on new technologies. Still, only 29% 
of tech leaders strongly agree that their data meets quality, 
accessibility, and security standards. This gap between 
available and usable data limits organisations’ ability to scale 
generative AI effectively, exposing a critical divide between 
potential and actionable insights.

This is where the Data-as-a-Product (DaaP) becomes 
essential. By treating data as a managed, reliable product, 
organisations can standardise, validate, and connect 
datasets, turning raw information into intelligence 
that guides strategy, anticipates market shifts, and 
strengthens competitive advantage.

Cloud platforms are the backbone of this transformation, 
unifying dispersed data, providing the analytical power 
necessary for timely insights, and enabling faster, smarter 
decision-making. This structured approach turns abstract 
data into tangible assets, laying the foundation for 
organisations to systematically harness information and 
convert it into measurable business value.

Transforming Data into Strategic Assets
Organisations are increasingly recognising that data 
is not just a byproduct of operations but an asset that 
drives decisions, strategy, and competitive advantage. 
Each dataset is assigned clear ownership, quality 
standards, and performance metrics, ensuring insights 
are reliable, timely, and aligned with organisational goals. 
Cloud platforms amplify these benefits, centralising 
data, securing access, and integrating seamlessly with 
analytics tools, transforming fragmented information 
into actionable intelligence.

By Niraj Kumar

Fragmented data architectures limit AI scale and decision velocity, making 
structured, governed infrastructure essential for sustained enterprise growth.



[INDUSTRY SPEAK]
ENTERPRISE STRATEGY

www.voicendata.com� VOICE&DATA I February 2026 I A CyberMedia Publication I 15

Only a fraction of enterprise data meets 
the quality, accessibility and governance 
standards required to scale generative AI 
systems reliably and responsibly

For example, a large grocery retailer modernised its 
data infrastructure by migrating hundreds of complex 
and near-real-time data pipelines to a unified cloud 
environment. This streamlined data ingestion, reduced 
latency, and improved data quality. While runtime 
improved by over 40%, costs dropped by more than 30%, 
and overall efficiency increased across analytics and 
reporting. With real-time insights, teams can optimise 
inventory, personalise customer experiences, and make 
faster, data-driven decisions.

Driving Operational Agility and Innovation
Treating data as a product also enables organisations to 
respond to change with speed and confidence. Verified, 
standardised datasets allow teams across departments 
to collaborate more effectively, reduce duplication, 
and experiment faster. This agility accelerates product 
development, shortens decision cycles, and positions 
companies to act ahead of competitors.

AI and automation further extend these advantages. 
Continuous data analysis helps enterprises anticipate 
bottlenecks, identify emerging risks, and optimise 
resources in near-real time. For instance, AI-enabled 
predictive maintenance can reduce maintenance costs 
by up to 30% and unplanned downtime by 45%. As 
systems learn and adapt, businesses can make faster, 
smarter decisions, turning data into a measurable source 
of competitive intelligence and strategic differentiation.

Enhancing Trust Through Data Governance
As data becomes a strategic asset, trust and accountability 
are critical. Organisations must ensure that insights are 
accurate, transparent, and compliant with regulations 
such as the GDPR in Europe and India’s DPDP Act, thereby 
building confidence among customers, regulators, and 
partners. The evolving threat landscape also makes 
strong governance essential.

Sophisticated attacks now bypass traditional defences. 
The CrowdStrike 2025 Global Threat Report shows that 
79% of detections in 2024 were malware-free, and some 
breaches can occur in as little as 51 seconds. More than 
half of vulnerabilities were linked to initial access attacks 
exploiting weak identity and access controls, underscoring 
the need for proactive, structured data management.

To mitigate these risks while fostering innovation, 
organisations can use anonymised synthetic datasets to 
test AI models safely. Cloud platforms reinforce trust by 
centralising security policies, automating compliance, 
and enabling real-time audits. Together, these 
measures safeguard operations and ensure insights 
remain reliable, unlocking the full strategic potential of  
Data-as-a-Product.

Challenges in Realising Data as a Product
Despite its benefits, adopting DaaP comes with 
organisational and cultural challenges. Teams may 
hesitate to share data or adopt new workflows, 
slowing collaboration and innovation. Clear ownership, 
communication, and change management are critical to 
effectively embedding DaaP principles.

Data literacy is another hurdle, as employees across 
roles may struggle to interpret insights without intuitive 
tools, training, and support. Technical complexity can 
also arise when scaling infrastructure or integrating 
diverse datasets, requiring careful planning and 
optimisation. Organisations that address these hurdles 
cultivate a culture where data drives decisions, ensuring 
operational efficiency, agility, and trust, while maximising 
strategic value.

Data-as-a-Product transforms how organisations 
harness information. Managing datasets with precision 
allows businesses to uncover trends, customer 
preferences, and market opportunities in real time. Cloud 
platforms provide the scale, connectivity, and analytics 
needed to turn fragmented data into coherent intelligence. 
This approach enables faster experimentation, informed 
risk-taking, and proactive strategy adjustments, creating 
a clear edge in dynamic markets.

Beyond operational gains, DaaP fosters a culture 
where data can drive decisions and fuel innovation. 
Organisations that embed this mindset can  
anticipate shifts, respond decisively, and 
translate raw information into measurable  
strategic impact. 

The author is the Chief Technology Officer of Onix.
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Enterprise AI infrastructure moves 
from hype to habit

Artificial Intelligence (AI) has reached a 
point where it can meaningfully accelerate 
enterprise productivity. The central challenge 
for organisations is no longer gaining access 

to more powerful models, but refining and deploying AI 
in ways that reliably automate routine, time-consuming 
work. Done well, this frees teams to focus on higher-
value, creative and strategic tasks.

Closing the gap between AI’s potential and its reliability 
will define 2026. Rather than chasing ever-larger models, 
enterprises are beginning to demand smarter, contextual 
systems that align closely with their specific needs.

Six shifts are emerging as critical: building agents that 
reason over proprietary data, operate collaboratively, are 
evaluated continuously, work across modalities, integrate 
seamlessly into workflows, and are supported by a 
workforce trained to work alongside them.

From Generalised to Domain-Specific  
AI Agents
General-purpose models trained on public internet 
data often struggle with the complexity of enterprise 
environments. They lack deep organisational context 
and are poorly suited to navigating internal processes, 
exceptions and compliance requirements. At the same 
time, enterprises face growing expectations around data 
and AI sovereignty, driven by regulatory, geopolitical and 
privacy considerations.

Domain-specific agents, grounded in proprietary data 
with governed lineage, are better equipped to interpret 
internal rules, edge cases and regulatory constraints. 
They also support sovereignty requirements by 
ensuring data privacy, security and jurisdictional 
compliance. This level of control reduces risk, meets 
legal and ethical obligations and helps preserve  
competitive advantage.

By Nick Eayrs

In 2026, enterprises will succeed not by scaling models, but by embedding 
governed, domain-aware AI agents into core workflows.
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Examples from industry show that organisations 
focusing on data quality, domain depth and governance 
achieve better outcomes than those prioritising model 
size alone. The direction of travel is clear: success in 
the next phase of AI adoption will depend less on scale 
and more on secure integration, robust governance and 
contextual understanding.

From Single Agents to Multi-Agent 
Orchestration
Enterprise workflows are rarely linear, and AI systems 
must reflect that reality. Real-world processes typically 
involve multiple stages, including data retrieval, validation, 
approvals and decision-making across different systems 
and teams. These workflows exceed what a single agent 
can handle reliably.

Multi-agent orchestration addresses this complexity 
by assigning specialised agents to discrete tasks 
such as compliance checks, reasoning or data access, 
while a supervising agent coordinates their activity. 
This supervisory layer sequences tasks, delegates 
responsibilities and synthesises outputs in natural 
language, enabling AI systems to operate at scale within 
governed, auditable and adaptable workflows.

From One-Off Testing to  
Continuous Evaluation
As AI systems move into production, continuous 
evaluation becomes essential. Models that perform well 
during development often degrade when exposed to live 
data or shifting conditions. Without ongoing assessment, 
reliability can erode quickly.

In response, enterprises are adopting evaluation-
centric practices, where AI agents are measured 
continuously against real tasks, real feedback and 
changing operational environments. This approach allows 
organisations to detect drift early, reduce uncertainty and 
improve performance over time. Continuous evaluation 
also enables AI systems to learn from outcomes, ensuring 
they adapt more closely to enterprise requirements.

From Text-Based AI to Multimodality
AI has historically been text-first, but enterprise 
communication increasingly spans voice, video, images, 
sensor data and messaging platforms. Multimodal AI 
reflects this reality by combining and interpreting diverse 
inputs, significantly expanding the scope of automation.

In practice, multimodal systems augment human 
interpretation at scale. In customer service, AI can 

analyse written queries, tone of voice and visual evidence 
simultaneously. In healthcare, models can combine 
patient records, medical images and sensor data to 
support diagnosis and treatment decisions. In retail and 
e-commerce, multimodal agents can process reviews, 
images and usage videos to better understand customer 
preferences and identify fraud.

From Visible Features to  
Invisible Integration
The most effective AI systems do not demand attention. 
Instead, they are embedded seamlessly into workflows, im-
proving productivity without adding friction. This “invisible 
AI” becomes part of the operating environment rather than 
a tool employees must consciously engage with.

When AI is integrated in this way and evaluated 
continuously, collaboration between humans and machines 
becomes more natural. Productivity gains follow not from 
novelty, but from consistency, reliability and ease of use.

Sustained Focus on Skills and Capability
As AI agents become embedded in daily operations, 
organisations must continue investing in people. This 
means equipping employees not only to build AI systems, 
but to manage, guide and collaborate with them.

Crucially, benefiting from AI does not require deep 
technical expertise. A marketer automating reporting tasks, 
for example, primarily needs skills in prompting, workflow 
design and oversight. Developing these capabilities across 
the workforce will be essential to realising AI’s full value.

2026: When AI Truly Understands  
the Business
Taken together, these six shifts redefine enterprise AI 
adoption. Domain-specific and sovereign agents make 
AI business-aware; orchestration, continuous evaluation 
and multimodality make it dependable at scale; and 
invisible integration combined with skills development 
ensures it fits naturally into everyday work.

The organisations that succeed in 2026 will not be 
those deploying the largest models, but those that build 
strong data and AI governance, treat domain-aware 
agents as trusted collaborators, and continuously evolve 
how people and systems learn from  
one another. 

The author is the Vice President, Field Engineering 
for Asia Pacific and Japan at Databricks.
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Networks that think,  
data centres that grow

The data centre is set to undergo a structural 
shift in 2026, evolving from a backend facility 
into an intelligent, self-optimising platform 
powered by AI, high-performance networking, 

and autonomous operations. Rather than serving as 
passive compute environments, data centres will function 
as adaptive systems that directly influence enterprise 
growth and competitive positioning.

What was once treated as backend infrastructure 
overhead will now operate as a programmable learning 
environment. Autonomous Ethernet networks will predict 
and adapt in real time. Edge deployments will mature 
into powerful “micro-hyperscalers”, with capabilities 
previously associated with large cloud providers. Security 
will be embedded directly into the network fabric. The 

result is a move away from cost-centre thinking towards 
infrastructure as a measurable source of advantage.

Here are five developments that will define intelligent 
data centres in the year ahead.

#1 AI-Native Data Centres Redefine 
Operations
“AI-native” will replace “cloud-native” as the dominant 
architectural principle. Functions ranging from workload 
placement to cable diagnostics will be AI-assisted. 
The data centre will operate as a closed-loop system, 
anticipating failures, tuning performance, and optimising 
energy consumption in coordination with utilities. Manual 
intervention will decline as predictive systems assume 
operational control with increasing precision.

By Ranganath Sadasiva

AI, autonomous networking, and embedded security are turning data centre 
infrastructure into a self-learning system, driving growth and resilience.



[TRENDS]
DATA CENTRE

www.voicendata.com� VOICE&DATA I February 2026 I A CyberMedia Publication I 19

Manual configuration will give way 
to intent-driven orchestration as 
networks learn, adapt, and correct 
without human intervention.

 In Brief
•	 AI-native design will replace cloud-native 

design, with closed-loop systems that predict 
faults and automatically tune workloads and 
energy use.

•	 Edge facilities will evolve into micro-
hyperscalers, running high-bandwidth  
AI workloads closer to users and  
regulation zones.

•	 Ethernet-based AI fabrics will displace 
proprietary interconnects as models scale and 
open up, and as high-performance networking 
gains traction.

•	 Switch ASICs with embedded telemetry  
will enable self-optimising fabrics that manage 
congestion, power, and microbursts in real time.

•	 Security will be built into the fabric, with 
hardware identities, micro-segmentation,  
and encrypted east-west traffic as defaults.

•	 Infrastructure will shift from a cost overhead to 
a strategic asset, shaping innovation, resilience, 
and competitive positioning.

#2 Edge and AI Converge into the  
Micro-Hyperscaler
The edge data centre will resemble a scaled-down 
hyperscale campus rather than a telecom room. With 
400G and 800G Ethernet, AI inference accelerators, and 
autonomous management, regional facilities will process 
workloads traditionally handled in centralised clouds. 
Cities, retailers, and universities will operate their own 

micro-hyperscalers to meet regulatory requirements, 
address latency constraints, and achieve resilience 
objectives. The edge will shift from a support function 
to a revenue enabler, directly contributing to service 
innovation and user experience.

#3 The AI Fabric Takes Centre Stage
Network fabric design will move to the core of data 
centre architecture. As trillion-parameter AI models 
scale, Ethernet is expected to displace proprietary 
interconnects in large-scale AI environments, driven 
by demand for open, interoperable high-performance 
fabrics. The emphasis will move from discrete “AI 
clusters” to integrated “AI fabrics” that are adaptive and 
application-aware across the entire network path.

#4 Ethernet Moves Towards Autonomy
Ethernet will incorporate embedded AI telemetry within 
switch ASICs to optimise congestion control, manage 
microbursts, and improve power efficiency. The ambition 
of intent-based networking will advance as fabrics gain 
the ability to learn, predict, and self-correct in real time. 
Command-line configuration will give way to automated 
orchestration and continuous optimisation.

#5 Security Becomes Native to the Fabric
Network security will no longer be bolted on; it will be 
built into the fabric itself. Every packet, port, and process 
will carry its own trust score, verified by distributed AI 
engines that detect anomalies at line rate. Hardware-
rooted identities, continuous micro-segmentation, and 
encrypted east-west traffic will make the “zero trust data 
centre” more than a slogan; it will be the default blueprint. 
Attackers will have to breach physics, not just firewalls.

Together, these advancements indicate a transition from 
infrastructure management to infrastructure intelligence. 
As AI, networking, and security converge within the fabric 
itself, the data centre will no longer host applications; it will 
shape how enterprises compete, innovate, 
and scale in a digital economy defined by 
speed, data, and automation. 

The author is the CTO of HPE India.
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Digital
transformation

hits
budget reality
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I
n 2026, digital transformation is no longer 
defined by how much an organisation spends, 
but by how intelligently businesses use their 
digital infrastructure. What is increasingly 
under scrutiny is not digital ambition, but digital 
justification—how every rupee spent translates 
into resilience, efficiency, or measurable  

business outcomes.

After nearly a decade of aggressive modernisation, 
marked by cloud migration, automation initiatives, 
platform expansion, and early-stage AI deployments—
organisations are entering a phase of recalibration. 
Budgets are becoming tighter, scrutiny is sharper, and 
boards are asking harder questions about outcomes.

This shift does not signal a retreat from digital 
ambition. Instead, it reflects a maturing mindset—

one that treats digital infrastructure as an economic 
system rather than a technology stack. Cloud platforms, 
networks, security frameworks, data estates, and 
operational tools are being evaluated not in isolation, 
but in terms of how they reduce waste, improve 
resilience, and deliver measurable returns within six to  
twelve months.

The implicit question for CIOs is no longer  
“What should we modernise?” but “What must work  
without failure?”

Across sectors, CIOs and technology leaders are 
moving away from transformation as aspiration and 
towards transformation as execution discipline. The 
emphasis is now on cutting complexity, extracting value 
from existing infrastructure, and funding only those 
initiatives that can demonstrate near-term impact—while 

By Shubhendu Parth

As spending tightens, CIOs are cutting 
sprawl and proving value fast—turning cloud, 
networks, and platforms into disciplined 
systems built to perform.

The most critical infrastructure question 
has shifted from what to modernise to 
what must never fail under financial and 
operational pressure.
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In Brief
•	 In 2026, digital transformation is being 

judged by outcomes, with infrastructure 
spend tied to resilience, efficiency, and near-
term business impact.

•	 Enterprises are shifting from parallel 
modernisation efforts to sequenced 
execution, prioritising initiatives that deliver 
measurable value in 6–12 months.

•	 Cloud economics are under board scrutiny 
as cost leakage from over-provisioning and 
tool sprawl forces stronger governance and 
accountability.

•	 Observability, automation, and consolidation 
are now framed as cost-control levers rather 
than optional resilience enhancements.

•	 Lean infrastructure strategies focus on 
optimisation and utilisation gains instead of 
capacity expansion or disruptive rip-and-
replace programmes.

•	 AI investments are being sequenced behind 
data, governance, and operational maturity to 
avoid cost inflation and execution risk.

continuing to protect non-negotiables such as uptime, 
compliance, and readiness for AI.

“In a constrained capital environment, the biggest 
risk is not under-investing in digital transformation, but 
investing without strategic clarity. Enterprises protect 
ROI when they prioritise need-first initiatives that remain 
valuable even if the technology stack changes,” says 
Pankaj Malik, Chief Executive Officer and Whole Time 
Director, Invenia-STL Networks.

From Expansion to Execution Discipline
The defining shift in 2026 is managerial rather than 
technological. For much of the past decade, enterprises 
pursued transformation through parallel initiatives—
cloud migration alongside application modernisation, 
automation layered on legacy processes, and new 
security tools added in response to emerging threats.

Under tighter budgets, however, that model is proving 
unsustainable. The cost is no longer abstract; it shows 
up as operational drag, governance gaps, and delayed 
decision-making.

According to Siddharth Tipnish, Partner, Deloitte 
India, enterprises are fundamentally rethinking how 
transformation programmes are sequenced and 
governed. “The focus has shifted from running multiple 
initiatives in parallel to prioritising those that demonstrate 
measurable business value within six to twelve months,” 
Tipnish says.

Cloud strategy sits at the centre of this recalibration. 
Early assumptions that elasticity would automatically 
translate into efficiency are being challenged as 
organisations confront persistent cost leakage from over-
provisioned compute, idle storage, and duplicated tooling. 
Cloud is no longer treated as an open-ended platform for 
experimentation, but as an operating environment that 
must justify its unit economics—cost per application, 
transaction, or workload.

“Network upgrades today are justified by reliability 
and operational efficiency, with enterprises prioritising 
uptime and resilience over pure capacity expansion.”
PANKAJ MALIK
CEO & Director, Invenia-STL Networks



[COVER STORY]
INFRASTRUCTURE

www.voicendata.com� VOICE&DATA I February 2026 I A CyberMedia Publication I 23

Enterprise Spending Priorities
As budgets tighten in 2026, CIOs are not resorting to across-the-board cuts. Instead, they are making 

deliberate trade-offs—trimming areas that inflate cost or complexity, while ringfencing investments that 

protect business continuity and future readiness.

What CIOs are scaling back?

•	 Overlapping tools and platforms: Multiple point solutions added over time—especially across 

monitoring, security, and automation—are being consolidated to reduce licensing, integration, and 

operational overheads.

•	 Poorly governed cloud consumption: Always-on capacity, idle workloads, and loosely owned cloud 

resources are being aggressively right-sized or shut down as cost visibility improves.

•	 Manual-heavy operations: Processes that rely on repetitive human intervention—incident handling, 

reporting, routine maintenance—are being automated or eliminated to reduce operating cost.

•	 Parallel transformation programmes: Large initiatives running simultaneously across cloud, data, 

applications, and security are being sequenced or paused, particularly if they lack near-term impact.

What CIOs continue to protect?

•	 Resilience and availability: Infrastructure that reduces downtime, improves MTTR, or strengthens 

business continuity remains non-negotiable, especially in regulated or high-availability environments.

•	 Security and compliance foundations: Spend that improves exposure visibility, audit readiness, and 

risk prioritisation is being preserved, even as tool sprawl is reduced.

•	 Data and AI readiness: While headline AI deployments may be phased, investments in data quality, 

governance, and automation continue, ensuring future capabilities can be adopted without rework.

In many organisations, failure to do so is now a 
board-level concern rather than an IT optimisation issue. 
This has elevated financial governance from a support 
function to a core pillar of digital infrastructure planning. 
FinOps, once confined to cloud teams, is now embedded 
into enterprise decision-making, with consumption 
visibility and accountability becoming as important as 
capacity planning itself.

The same discipline is reshaping transformation 
roadmaps more broadly. Anurag Agrawal, Business 
Head – Americas, To The New, observes that budget 
pressure has made prioritisation unavoidable. “If an 
initiative cannot show operational or financial impact in 
the near term, it is being re-scoped or deferred,” Agrawal 
says. Transformation is still progressing—but it is being 
sequenced rather than scattered.

“In a constrained year, ROI breaks when operations scale 
linearly; winners codify service delivery into software, 
enabling outcomes to scale without adding headcount.”
RAJIV SHESH
Chief Revenue Officer, HCLSoftware



[COVER STORY]
INFRASTRUCTURE

24 I VOICE&DATA I February 2026 I A CyberMedia Publication� www.voicendata.com

“Consolidation often delivers faster savings than new 
investments by reducing skills dependency, integration 
overhead, and operational drag across platforms.”
MICHAEL RAJ
EVP – Cloud, Infrastructure, Security & Testing, Birlasoft

“In a constrained year, transformation has to shift 
from ambition-led to outcome-led. The winners are not 
the ones doing more projects, but the ones making every 
initiative measurable, governable, and easier to run,” says 
Rajiv Shesh, Chief Revenue Officer, HCLSoftware.

Where Budgets Leak First and Fast
As enterprises scrutinise digital spending, a clearer 
picture is emerging of where transformation budgets 
erode fastest.

Contrary to popular belief, the biggest leaks are 
rarely caused by large, headline investments. Instead, 
they stem from accumulated inefficiencies—tool sprawl, 
manual operations, and poorly governed infrastructure 
environments that quietly inflate operating costs over 
time. Left unaddressed, these inefficiencies compound, 
turning operational friction into structural cost.

“Cost leaks in digital infrastructure are rarely dramatic, 
but relentlessly cumulative. Organisations that unlock 
savings fastest institutionalise cost optimisation as an 
architectural discipline—designing infrastructure that 
is elastic, observable, and continuously aligned to real 
business demand,” Malik adds.

Platform proliferation is one of the most persistent 
sources of waste. Over the past few years, many 
organisations added new tools across monitoring, 
security, testing, and automation in response to growing 

complexity. While each addressed a specific gap, the 
cumulative effect has been fragmented environments 
that are expensive to maintain and difficult to optimise.

Michael Raj, Executive Vice President – Cloud, 
Infrastructure, Security and Testing, Birlasoft, points out 
that the cost of sprawl extends well beyond licensing. 
“Every additional platform adds skills dependency, 
integration overhead, and operational complexity. 
Consolidation is often the fastest path to savings without 
compromising resilience,” Raj says.

Operational inefficiency is another hidden drain. 
In many IT environments, incidents are still handled 
through manual workflows, fragmented dashboards, 
and reactive processes. Each unresolved alert or delayed 
response consumes engineering time, disrupts business 
operations, and increases downstream costs. Over time, 
this operational debt limits an organisation’s ability 
to respond to change, regardless of how modern its 
infrastructure appears.

This is why observability and automation are 
increasingly being reframed as cost-control mechanisms 
rather than resilience upgrades. Simon Rizkalla, Vice 
President – Customer Advocacy, New Relic, describes 
this as an invisible tax on IT teams. “Unresolved alerts, 
delayed incident response, and lack of end-to-end 
visibility create a firefighting tax. That tax shows up as 
higher costs and slower business response,” Rizkalla says.

“Enterprises are narrowing focus, backing initiatives that 
show business value quickly instead of running multiple 
transformation tracks in parallel under tighter budgets.”
SIDDHARTH TIPNISH
Partner, Deloitte India

https://www.linkedin.com/in/sid-tipnis-72b61a1/?originalSubdomain=in
https://www.linkedin.com/in/michaelraj1/
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“Budget pressure has made prioritisation unavoidable, 
with programmes lacking near-term operational or 
financial impact being deferred rather than abandoned.”
ANURAG AGRAWAL
Business Head – Americas, To The New

“Most budget problems in IT are death by a thousand 
cuts—unmanaged consumption, overlapping tools, 
and manual operations. The fastest savings come from 
visibility, consolidation, and automation, not from 
freezing change,” Shesh adds.

Cloud environments amplify these challenges when 
governance is weak. Without clear ownership and 
financial visibility, elastic infrastructure can encourage 
over-provisioning and complacency. Enterprises are 
now responding by right-sizing workloads, shutting 
down unused resources, and, in some cases, selectively 
repatriating applications where cost predictability 
matters more than theoretical flexibility.

Designing Lean Infrastructure at Core
Out of this scrutiny has emerged a clearer definition of 
what “lean infrastructure” means in practice. Rather than 
rip-and-replace programmes, enterprises are favouring 
incremental modernisation that improves utilisation, 
reduces manual effort, and simplifies operations.

Raj explains that the focus has shifted from capacity 
expansion to efficiency optimisation. Enterprises are 
rationalising workloads across hybrid environments, 
modernising core infrastructure to support automation, 
and using AIOps to reduce human intervention. In 
several Indian enterprise deployments, Birlasoft has 
seen improvements in uptime and operational efficiency 
without expanding capacity.

Observability plays a central role in this shift. By 
consolidating monitoring tools and automating incident 
response, organisations are reducing mean time to 
resolution and improving service reliability. Rizkalla notes 
that these gains are often visible within months, making 
them particularly attractive investments in a budget-
constrained environment.

Lean infrastructure is also becoming the foundation 
for AI adoption. Murali Thiagarajan, Global Practice 
Head – AI-Led Intelligent Systems and Operations, 
Altimetrik, argues that AI-readiness does not require 
massive new investments if the underlying infrastructure 
is modernised intelligently. “AI readiness is about 
standardised data pipelines, automated operations, and 
scalable platforms that allow AI to be introduced without 
runaway costs,” Thiagarajan says.

Making Security Spend More Accountable
Security is undergoing a similar re-evaluation. Under 
budget pressure, it is increasingly being treated not 
as a parallel investment track, but as a cost-avoidance 
mechanism embedded into infrastructure decisions.

According to Ben Mudie, Field CTO for APJ, Tenable, 
exposure management has become central to this shift. 
“Every unresolved vulnerability represents potential 
financial impact—from downtime to regulatory penalties. 
Prioritising exposure reduction helps organisations focus 
spend where it matters most,” Mudie says.

“Poor visibility creates a firefighting tax, where unresolved 
alerts and slow response quietly inflate costs and delay 
critical business decisions.”
SIMON RIZKALLA
Vice President – Customer Advocacy, New Relic

https://www.linkedin.com/in/srizkalla/?originalSubdomain=sg
https://www.linkedin.com/in/anuragagrawal15/?originalSubdomain=in
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“Reducing exposure risk allows organisations to direct 
security spend toward vulnerabilities that materially 
limit financial, operational, and regulatory impact.”
BEN MUDIE
Field CTO – APJ, Tenable

Security consolidation is also reducing operational 
burden. Fewer tools mean better visibility, simpler 
workflows, and lower ongoing effort—particularly for 
compliance reporting. Raj reinforces this view, noting 
that governance-by-design is becoming essential as 
enterprises scale digital operations. Embedding security 
and compliance upfront avoids costly rework later, 
especially in regulated sectors.

Networks and the India-Scale Equation
Network infrastructure continues to play a critical role, 
particularly in India-scale deployments where reliability 
and reach are non-negotiable. In these environments, 
network failure is not a technical inconvenience—it is a 
direct business disruption with measurable financial and 
reputational impact.

Malik observes that network modernisation is 
being driven by efficiency rather than expansion. 
“Enterprises are evaluating network upgrades based on 
reliability and operational efficiency, not just capacity,”  
he says.

In sectors such as telecom and manufacturing, the 
economics of uptime are clear. The cost-of-service 
disruption often outweighs the cost of infrastructure 
modernisation. Investments in fibre and IP networks 
are therefore being justified as mechanisms to reduce 
downtime, simplify operations, and support distributed 
digital architectures. Retrofitting resilience later—after 
outages or failures—has consistently proven more 

expensive than designing it upfront.

“Hybrid and edge are no longer technology choices; 
they are economic and risk choices. The real question 
is where you can run a workload with predictable cost, 
reliability, and compliance,” Shesh says.

Tipnish adds that network strategy is also evolving 
alongside hybrid and multi-cloud adoption. Connectivity 
today is as much about predictable performance and 
integration with cloud and security architectures as it is 
about bandwidth.

Building AI Readiness Without Bloat
AI remains a strategic priority, but funding is becoming 
more disciplined. Rather than launching large-
scale AI programmes, enterprises are focusing on 
readiness—data quality, governance, and operational 
maturity. There is growing recognition that poorly 
governed AI initiatives, built on fragmented data and 
parallel platforms, often increase cost and risk before 
delivering value.

Thiagarajan notes that many organisations are 
shifting from descriptive analytics to decision intelligence 
by modernising data platforms and automating data 
operations. These steps deliver immediate efficiency 
gains while laying the groundwork for more advanced 
capabilities. The emphasis is on sequencing to ensure AI 
ambition follows infrastructure readiness, not the other 
way around.

“AI readiness depends more on standardised data 
pipelines and automated operations than on large, upfront 
technology investments.”
MURALI THIAGARAJAN
Global Practice Head – AI-led Intelligent Systems & Operations, Altimetrik

https://www.linkedin.com/in/murali-thiagarajan/
https://www.linkedin.com/in/murali-thiagarajan/
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Open architectures and standardisation are playing 
a key role in cost control. Raj points out that simplified 
data estates reduce duplication and improve scalability, 
allowing AI workloads to be introduced incrementally 
and aligned with business priorities rather than 
technology hype.

Proof Points from the field
Early proof points suggest that success under tight 
budgets is being achieved through disciplined optimisation 
rather than large-scale reinvention. One such example is 
SRF, where a renewed focus on exposure management 
and security consolidation has helped reduce risk while 
simplifying operations.

According to Mudie, the manufacturing major 
prioritised visibility and remediation across its expanding 
digital footprint instead of adding multiple point tools. “By 
focusing on exposure reduction and risk prioritisation, 
organisations like SRF are able to direct investment to 
areas that materially reduce operational and compliance 
risk,” he says.

Similar patterns are visible across other businesses. 
In manufacturing and asset-heavy sectors, selective 
infrastructure upgrades—combined with automation 
and tighter governance—have improved availability 
and reduced unplanned downtime without expanding 
capacity. Raj notes that these organisations are achieving 
resilience through consolidation and smarter utilisation 
rather than incremental spend.

Digital-native and services firms are seeing 
parallel benefits from operational optimisation. By 
consolidating observability platforms and automating 
incident response, several enterprises have reduced 
mean time to resolution and lowered the cost-of-
service disruptions. Rizkalla observes that such 
improvements are often visible within months, 
making them particularly attractive in a budget- 
constrained year.

Taken together, these examples reinforce a consistent 
lesson: budget-led transformation does not dilute 
digital ambition. Instead, it sharpens focus—rewarding 

Budget pressure is accelerating a 
managerial reset, forcing CIOs to treat 
infrastructure decisions as long-term 
economic commitments.
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organisations that prioritise efficiency, resilience, and 
governance over unchecked expansion.

The emerging picture is one of maturity rather than 
retrenchment. Enterprises are not abandoning digital 
transformation; they are redefining it. Budgets are 
tighter, scrutiny is higher, and tolerance for open-ended 
programmes is limited. In this environment, infrastructure 
decisions are becoming harder to reverse—and mistakes 
more visible.

As Tipnish concludes, “The next phase of digital 
transformation will reward precision—organisations 
that align infrastructure decisions with business 
outcomes while maintaining resilience and compliance 
will be best positioned for the future.” For CIOs, 
success will increasingly be measured not by what 
was launched, but by what consistently works  
under pressure. 

shubhendup@cybermedia.co.in

The CIO checklist 
Use this checklist to assess whether your digital transformation programme is disciplined, defensible, and 
outcome-driven.

1.	 Budget discipline & governance
	 Can every major infrastructure initiative show measurable impact within 6–12 months?
	 Do we track unit economics (cost per app, transaction, user, workload)?
	 Is FinOps embedded in decision-making—not just reporting cloud bills?

2.	Cloud & infrastructure efficiency
	 Have we identified and eliminated over-provisioned compute and idle storage?
	 Are workloads placed deliberately (public cloud, private cloud, on-prem, edge) based on cost 
predictability and performance, not habit?

	 Are we consolidating platforms rather than adding new ones?

3.	Operations & observability
	 Do we have end-to-end visibility across applications, infrastructure, and networks?
	 Is MTTR trending down quarter-on-quarter?
	 Have we automated incident response and routine operational tasks?

4. Security & compliance economics
	 Are we reducing exposure and risk, or merely adding more security tools?
	 Can we prioritise vulnerabilities based on business impact, not volume?
	 Does our security posture lower audit effort, downtime risk, or regulatory exposure?

5. Network & resilience readiness
	 Are network upgrades justified by uptime, reliability, and operational efficiency, not just bandwidth?
	 Can the network support hybrid cloud, distributed apps, and secure access consistently?
	 Is resilience designed in, or added later at higher cost?

6. AI and data readiness (without overspend)
	 Is our data estate standardised, governed, and automation-ready?
	 Are AI initiatives built on existing platforms and workflows, not parallel stacks?
	 Can we scale AI use cases incrementally without re-architecting infrastructure?

7. Final reality check
	 If budgets tighten further, do we know what to pause and what to protect?
	 Are we cutting inefficiency—or cutting capability?
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With scams increasingly originating on messaging 
platforms, India must correct regulatory asymmetry and 
strengthen verification to protect digital trust.

Lt Gen Dr SP Kochhar

India’s digital transformation has been both rapid 
and inclusive. App-based communication platforms 
have become the backbone of everyday interactions, 
enabling everything from social connections and 

commerce to financial transactions and service delivery. 
However, this remarkable growth has also created a 
serious and persistent challenge: fraud and scams on 
these platforms have escalated into a systemic threat to 
public trust and the digital economy.

This is no longer a marginal cybercrime issue. It 
is a structural vulnerability that requires coordinated 
attention from policymakers, platforms, industry and 
citizens alike.

App-Based Communication  
Adds Fraud Surface
During the last five years, the nature of digital fraud in 
India has changed fundamentally. Fraud has migrated 

from traditional voice calls and SMS to app-based 
communication platforms that offer scale, anonymity and 
speed. According to the Ministry of Home Affairs, app-
based messaging and social communication platforms 
now account for the largest share of cybercrime 
complaints in the country.

In the first quarter of 2024 alone, thousands of cyber-
fraud complaints were linked to such platforms, making 
them the single biggest channel for reported cybercrime. 
Financial losses underline the severity of the issue. As 
per official estimates, Indians lost over Rs 22,800 crore to 
digital fraud in 2024, with a significant proportion of cases 
originating on app-based communication platforms and 
later moving to UPI and other digital payment systems.

These figures represent only reported cases, and the 
true scale is likely much higher due to under-reporting 
driven by stigma and low recovery expectations.

App-layer fraud:  
It is time for a stronger 
trust architecture

Fraud risk must be addressed 
where it originates; telecom 
networks cannot remain the 
sole line of defence for threats 
emerging on app platforms.

https://www.linkedin.com/in/spkochhar/?originalSubdomain=in
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The reason for this shift is straightforward. App-based 
communication services enable mass outreach at negligible 
cost, rapid creation of disposable identities, and seamless 
redirection to payment methods. Fraudsters exploit 
familiarity and trust rather than technical vulnerabilities. In 
effect, human behaviour becomes the attack vector.

Common Fraud Patterns and Their Impact
Across law enforcement advisories and industry 

Fraud has migrated to the least-regulated 
digital layer, exposing persistent verification 
gaps across app-based platforms now 
operating at a nationwide scale.

In Brief
•	 Frauds and scams have migrated from 

regulated telecom channels to lightly governed 
app-based communication platforms.

•	 Telecom KYC and anti-spam reforms have 
reduced SIM misuse, but fraud now originates 
through messaging apps.

•	 Messaging app platforms classified as 
intermediaries face weaker verification and 
accountability obligations.

•	 Expecting telcos to block fraud initiated on 
third-party apps and completed via banking 
rails is unrealistic.

•	 Measures such as SIM binding can close 
identity gaps without compromising encryption 
or privacy.

•	 A coordinated framework across platforms, 
telecom and finance is essential to restore 
digital trust.

analyses, several recurring fraud patterns have 
crystallised. Part-time job and task-based scams 
promise easy income through simple online activities, 
then demand refundable deposits or prepaid tasks.

Investment and trading scams, including long-
grooming models often referred to as pig-butchering, 
use sustained engagement on communication platforms 
before directing victims to fake trading dashboards and 
payment channels. Digital arrest scams impersonate law 
enforcement or regulatory authorities, isolating victims 
through continuous app-based calls and coercing them 
into transferring large sums for so-called verification.

Illegal digital lending scams use app-based messaging 
as their acquisition and harassment channel. In contrast, 
brand impersonation scams pose as customer support 
for well-known companies to extract payments or 
credentials. Romance scams, sextortion and malware 
distribution through malicious links further widen the 
threat landscape.

What is striking is not just the diversity of scams, 
but their scale and repeatability. Individual losses now 
frequently exceed millions per victim. More importantly, 
these frauds erode confidence in digital platforms that 
are otherwise central to India’s economic and social life.

Regulatory Asymmetry and Its 
Consequences
India has made significant progress in securing traditional 
telecom channels. Telecom operators operate under strict 
KYC norms, continuous regulatory oversight and robust 
anti-spam frameworks. These measures have delivered 
results, including sharp reductions in spoofed calls and 
SIM misuse, as documented by government data.

However, app-based communication platforms are 
governed under a different regulatory construct. Classified 
as intermediaries, they are not subject to telecom-style 
KYC, spam regulations or uniform accountability norms. 
As a result, fraud has predictably migrated to this less-
regulated layer.

This asymmetry creates a distorted risk environment. 
Expecting telecom operators to act as the sole choke point 
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coordination together form the backbone of a resilient 
fraud prevention ecosystem.

However, the effectiveness of this ecosystem 
depends on comparable commitment from app-based 
communication platforms. Stronger verification for high-
risk and business accounts, faster takedown of fraudulent 
networks, clearer disclosure of official communication 
channels and deeper integration with national fraud 
intelligence systems are no longer optional. They are 
essential to preserving trust at scale.

Finally, citizens remain a critical line of defence. 
Empowerment, not blame, must guide public engagement. 
Simple principles continue to hold. Genuine employers 
do not charge for jobs. No law enforcement or regulatory 
authority conducts arrests or verification over app-based 
calls. Unsolicited financial offers should always be treated 
with caution.

When citizens report suspicious activity, they 
contribute directly to intelligence systems that protect 
others. In this sense, every user becomes a participant in 
national cyber resilience.

Restoring Trust in India’s Digital Ecosystem
India does not face a choice between innovation and 
security, or between privacy and accountability. With 
risk-aligned regulation, proportionate safeguards 
and shared responsibility across platforms, telecom 
networks, financial institutions and users, it is possible to 
strengthen trust without stifling growth.

App-based communication platforms are now part of 
the country’s critical digital infrastructure. As their role 
expands, so must their responsibility. The credibility of 
India’s digital economy depends on getting this balance 
right, and on acting decisively before trust erosion 
becomes irreversible. 

The author is a decorated military veteran who retired as 
the Signal Officer-in-Chief, the head of the Indian Army’s 

ICT division. He was also the first CEO of the Telecom 
Sector Skill Council and is the Director General of the 

Cellular Operators Association of India (COAI).

feedbackvnd@cybermedia.co.in

for fraud initiated on third-party platforms, transacted 
through banking rails, and often orchestrated from 
outside India is neither realistic nor equitable. Risk must 
be addressed where it is created.

Extending Accountability  
to the App Layer
Recent policy discussions on measures such as persistent 
SIM binding for app-based communication services must 
be viewed in this context. SIM binding is not an alien or 
intrusive concept. It already underpins critical digital 
systems such as UPI, where it has strengthened security 
without undermining usability or privacy.

The objective of SIM binding is not to enable content 
surveillance or dilute encryption. It is to ensure a basic, 
verifiable link among the user, the device, and the 
communication account. This closes a long-standing 
loophole that has allowed accounts to operate even 
after the removal or replacement of the associated SIM, 
enabling anonymous misuse at scale.

SIM binding is a layered and proportionate  
security measure. It does not require additional 
data collection, disrupt enterprise workflows, or 
prevent legitimate use, including for users travelling 
internationally. Its value lies in restoring accountability 
in a high-risk digital environment.

Building a Shared Defence Framework
India’s response to digital fraud has already evolved 
beyond isolated enforcement. Institutions such as the 
Indian Cybercrime Coordination Centre, the national 
cybercrime reporting portal, and the 1930 helpline have 
strengthened coordination and reporting. The Department 
of Telecommunications’ Digital Intelligence Platform and 
the Financial Fraud Risk Indicator represent important 
steps towards real-time, risk-based intervention across 
telecom and financial systems.

Telecom operators continue to tighten KYC, share 
intelligence and integrate with national fraud detection 
mechanisms. Banks and payment platforms are 
deploying advanced analytics and transaction-level 
safeguards. These efforts echo the approach in which 
citizen participation, AI-driven detection, and institutional 

Telecom operators strengthened KYC and 
anti-spam controls, yet scams increasingly 
originate on messaging apps that face far 
lighter verification standards.
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PRAVEEN ARORA
Vice President – IoT (Business Unit),  
Tata Communications
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“Shopfloor change is 
now driven by data and 
intelligent networks”

built on that data. It is not only devices; it is also existing 
enterprise systems and manufacturing systems on the 
shopfloor. That integration is where the value themes 
are emerging: efficiency, safety, and a smarter way to 
run operations.

On India’s shopfloors, how are we moving from basic 
monitoring to predictive, AI-led decision systems? 
What does that transition look like in practice?
If you compare India to mature markets, India is shifting 
towards becoming a manufacturing hub, where efficiency 
and throughput matter. On the shopfloor, changes are 
now driven by data and intelligent networks.

Think of manufacturing in two parts: core operations 
and peripheral or auxiliary systems that support 
manufacturing. The shift is happening across both. What 
we are seeing is the integration of machine-to-machine 
and human interactions in both core and support systems.

When we talk about efficiency, we always start 
with people—“people first” is our approach, even 
for automation. The brain behind automation is still 
human. Now, as interactions become more intelligent, 
you see more automation on the core line and also in  
peripheral systems.

Within the IoT fabric, we have a factory span—factory 
operations integrated into a single element. It can 
include vibration data, machine performance, current 
throughput, and plant output to various systems. These 
interactions generate large volumes of data, and the 
data shows deviation from the planned output. For 
example, vibration data can indicate a proactive failure, 
so maintenance happens before breakdown, not after a 
blaring alarm. That is the shift from reactive to proactive.

The other dimension is the workforce. Manufacturing 
involves hazardous environments and heavy equipment. 

India’s factory floors are no longer defined only by 
machines, throughput, and shift rosters. They are being 
rewired into data-rich environments where sensors, 
video feeds, enterprise systems, and worker safety 
signals converge into a single operational picture.

Praveen Arora, Vice President – IoT (Business Unit), 
Tata Communications, in this exclusive interaction 
with Shubhendu Parth, explains how industrial IoT is 
moving from reactive alarms to proactive, pattern-led 
prevention, and why “people first” is the real starting 
point of Industry 4.0. He also shared insights on how 
frugal, subscription-based models can help MSMEs 
adopt digital workflows without hiring a new tech 
team, the edge-versus-cloud decisions, agentic AI’s 
early role in shopfloor orchestration, and why resilience 
must cover both the customer layer and the underlying 
infrastructure. Excerpts:

Tata Communications’ Q3FY25 results underscore 
a pivot towards data-led growth. Where does 
industrial IoT sit in that shift, and what is changing 
in manufacturing demand?
From the standpoint of the shift to digital, there are four 
key focus areas we are working on. These include, IoT 
fabric, network fabric, interaction fabric, and the cloud 
fabric. Together, these are helping the pivot towards new 
digital growth.

If you look at how markets are moving—towards 
digitalisation and a more data-driven journey across 
clients, be it manufacturing, be it cities, be it ports, be it 
across the financial sector—that is how these shifts are 
happening. Especially in manufacturing, within the IoT 
fabric, the shift is towards intelligence-based systems. 
They are no longer reactive; they are becoming proactive.

And this is happening through integration of data—
coming from sensors and devices—plus intelligence 
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Connected worker offerings monitor pulse rate, heart rate, 
fall detection, entry into hazardous areas, and activity 
patterns. The first five minutes are a golden window for 
incident prevention. In continuous manufacturing, even 
a 20–30-minute disruption can have a major effect—
sometimes it takes one to two days to return to efficiency 
levels. So predictive interactions matter.

And then you have digital twins and digital threads 
linking all this together. In a steel plant, for instance, there 
might be 15,000 sensors. Beyond sensors, there are MES, 
SCADA, and enterprise systems. You can imagine the data 
volumes now available. That data is being used to improve 
efficiency, identify bottlenecks, and prevent slowdowns.

Even in discrete manufacturing, if the throughput of 
station A versus station B shifts over time, efficiency 
drops. Proactive action reinforces process parameters, 
enabling the line to balance dynamically. Those are the 
systems helping companies improve efficiency—10–12% 
in continuous manufacturing can be significant, and even 
2–3% in discrete manufacturing is a meaningful gain. 
These technologies were once on the hype curve. Now 
they are maturing and being put to work.

You have emphasised a “people first” approach. 
What mindset shift is still required in Indian 
manufacturing to scale Industry 4.0 and 5.0?
We see two or three areas where a mindset shift is 
needed. First, these changes are for the entire workforce. 
It is not only about productivity and efficiency, but also 
about safety, because manufacturing processes revolve 
around humans. “People first” needs to be part of the 
operating philosophy.

If you look at earlier eras—Industry 1.0 and 2.0—
interaction was mechanical input with machines. Later, 
interaction evolved, but it remained reactive: alarms go 
off, then action happens. Now with AI embedded, the 
interactions are more mature and seasoned. You know 
something is likely to happen, and you take corrective 
action so failure does not occur or quality is not impacted.

A simple example is computer vision and video 
analytics for quality inspection. The human eye can 
focus for a limited time. Research says attention drops 
after about 20 minutes, and faults may be missed. Video 
analytics helps inspect cracks, paint issues, fitting issues, 
dimensional tolerance issues, and missing components 
across industries. On a line, products may flow at five to 

10 per minute. This is digitally analysed, on the edge or in 
the cloud. That is the shift: technology exists to assist and 
raise quality, not to replace intent.

The next mindset shift is around Industry 4.0 or 
5.0 adoption—more human-interaction-based. And 
the traditional thought that “this is an expense” needs 
to change. Recovery can happen within a year or two. 
The decision is about uplifting manufacturing output 
and efficiency—not just for one company; for India as  
a whole.

Your steel-sector deployments have reportedly 
prevented several near-fatal incidents. Can you 
walk us through how such a predictive safety 
system works and the kinds of interventions that 
happen on the ground?
The system rests on four core components. First are the 
devices—wearables such as helmet tags or wristbands. 
Second is zone intelligence, where areas are classified 
as hazardous, work-at-height, restricted or permitted. 
Third is the AI layer, where incidents and risk patterns are 
analysed using historical and real-time data from sensors, 
machines and enterprise systems. The fourth component 
is feedback—alerts routed to supervisors, workers or 
emergency response teams for proactive intervention.

These elements come together across sensors, 
networks, analytics and operational processes. For 
instance, if a worker enters a hazardous zone, the wearable 
checks access permissions. If the entry is unauthorised, 
an alert is triggered before an incident occurs. In another 
case, if a fall is detected and the heart rate spikes, both 
signals are correlated and emergency response can 
be activated within the first five minutes—the critical 
window for preventing fatalities.

In work-at-height scenarios, video analytics verifies 
whether safety harnesses are worn. If not, warnings are 
issued before unsafe climbing begins. In high-heat zones, 
exposure time and distance are monitored to prevent 
dehydration or collapse.

All zones—hazardous, restricted and operational—are 
mapped using machine vision, analytics and worker data. 
The system continuously observes patterns and provides 
early warnings when conditions indicate elevated risk. 
In some cases, it even flags anomalies such as theft as 
a secondary outcome. The objective is simple: intervene 
early and prevent harm before it occurs.
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Edge versus cloud is a practical design question. In 
a manufacturing set-up, what decisions happen at 
the edge, and what stays in the cloud?
Let us take video analytics as a simple example. A 
camera might run five to 10 use cases—some related to 
productivity, some to safety compliance, whether process 
steps are followed, whether a required person is present, 
and whether material movement creates conflict on  
the floor.

These use cases can run on the edge—close to the 
facility’s camera. But training models to achieve accuracy 
beyond 90–95% requires learning, which is done in the 
cloud. Hence, you use the cloud for training.

When an incident happens, capture happens at the 
edge. Then you choose what to send—say, plus or minus 
a few minutes of frames—to the cloud. That balances the 
load, optimises data flows, and improves response time 
on the line. Cloud also supports long-term storage and 
integration with enterprise systems. So, it is not edge 
versus cloud—it is a design in which the load is balanced 
and responses are fast.

Tata Communications is often associated with large 
enterprises. What does the MSME play look like, 
and how do you make adoption financially viable?
For MSMEs, it can include the full IoT fabric. It covers device 
and sensor data, network connectivity, AI/ML engines 
and value creation through use cases. For smaller units, 
it becomes outcome-focused: how digital enablement 
improves throughput and efficiency as planned.

It includes sensors on the line, visual analytics, an IoT 
platform to ingest and analyse data, and AI/ML engines 
for insights. Then you have a services layer. Many MSMEs 
fear digital requires additional manpower. But we can run 
it end-to-end remotely, so they focus on their product 
and core operations, and digital helps meet targets.

On pricing—just to enable adoption—we launched 
a frugal approach where an MSME can onboard up to 
500 devices at around Rs 10,000 per month, with data 
management space included. Beyond that, when they 

add more complex devices or integrate other systems, 
it can move to pay-per-use or subscription. The idea is 
to make the entry cost practically negligible so the use of 
technology is democratised.

We already have a few deployments and more are 
being discussed. We want adoption to become “click of a 
button”. Earlier a request would come, then enablement 
would happen. Now we are enabling through a simple UI 
tool to make it user-friendly.

And there is another point—people and planet. Efficient 
utilisation of resources matters. In India, manufacturing’s 
digital adoption is still behind. We are trying to make 
adoption prudent and self-reliant. We also work on non-
standard sensor requirements, frugally, through our 
hardware IoT platform and plug-and-play approaches.

For CXOs planning Industry 4.0 and 5.0, what is 
your modular blueprint—what to digitise first, 
what comes next, and what can wait?
I will break it down into three phases. Phase one is 
visibility—basic enablement of the digital layer. Put in a 
few basic sensors, get an IoT platform, ingest the data 
and read it. Do it frugally. Digitalise inputs coming in, 
and keep “people first” in view—basic safety and basic 
machine signals.

Phase two is intelligence—introduce edge-based 
intelligence, AI/ML programming, real-time analytics. The 
plant can take action based on intelligence. Phase three is 
optimisation. Now the system is integrated end-to-end—
not just sensors, but human interaction, MES systems, 
enterprise systems, reporting systems, raw material 
logistics. Operations become seamlessly integrated.

Large industries are already in visibility. They need 
to step up to intelligence and optimisation. For MSMEs, 
start with visibility, with intelligence onboard where 
possible. It is an ongoing journey. Once the core gains 
are understood, the shift becomes immediate—digitalise, 
make it intelligent, and optimise. 

shubhendup@cybermedia.co.in

Digital adoption should not require a 
new tech team; frugal, subscription-
based IoT models let MSMEs focus on 
output while platforms run remotely.
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Five signals for India’s digital 
infrastructure shift
Nirmala Sitharaman outlines India’s AI- and data-centre-led roadmap, 
signalling structural shifts in networks, compute and digital sovereignty.

[FOCUS]
BUDGET 2026-27

Delivering her 85-minute-long Budget 2026–27 
speech on Sunday, Finance Minister Nirmala 
Sitharaman did not mention “telecom” for once, 
even though she placed digital infrastructure at 

the centre of India’s investment-led growth strategy.

At first glance, the budget appears restrained on 
headline-grabbing technology announcements. There is 
no single flagship telecom scheme, no dramatic artificial 
intelligence (AI) outlay, and no reform package for 
networks. However, a closer look reveals five important 
signals about how India plans to develop its digital, 
telecom, and computing backbone over the next decade.

Like the rest of the budget—focused on three kartavyas 
or key duties—the announcements for the technology and 
digital infrastructure sector are less about specifics and 
more about setting direction, priorities, and structure.

For telecom operators and network vendors, the 
implications are substantial, even in areas where the 
budget does not specifically address industry concerns.

AI: From Pilots to Population-Scale 
Platforms
If the world is gravitating towards AI, can India be behind? 
In fact, it is the one technology thread that quietly runs 

By Shubhendu Parth



[FOCUS]
BUDGET 2026-27

www.voicendata.com� VOICE&DATA I February 2026 I A CyberMedia Publication I 39

in brief
•	 AI moves from pilot projects to population-

scale deployment, linking governance, 
agriculture and skilling to scalable digital 
networks.

•	 Data centres receive long-term tax clarity, 
repositioning India as a competitive base for 
global cloud and AI workloads.

•	 Semiconductor Mission 2.0 shifts from fabs to 
full ecosystem depth, spanning IP, materials, 
equipment and rare-earth corridors.

•	 Infrastructure capex increasingly embeds 
digital systems, making fibre, edge and secure 
networks foundational to logistics and cities.

•	 Telecom remains an assumed enabler, with 
no levy reform or 5G-specific incentives for 
private operators.

•	 BSNL receives a higher allocation, while 
private telcos face demand growth without 
parallel balance-sheet relief.

through the budget—not as a headline-grabbing sector, 
and certainly not as a big-ticket allocation, but as an 
enabling layer that can drive everything from governance 
to service delivery.

Reflecting the Economic Survey 2025–26, the budget 
adopts a “bottom-up, application-focused” approach, 
focusing on solving real-world problems in sectors such as 
health, agriculture, and education, rather than attempting 
to build massive, capital-intensive frontier models.

The launch of Bharat-VISTAAR, a multilingual AI 
system meant for integrating AgriStack and ICAR data, 
is a case in point. This demonstrates the government’s 
intent to implement AI directly in public service delivery, 
especially in rural and agricultural sectors where reach 
and reliability are as important as sophistication.

This is also evident from the proposed Education-to-
Employment and Enterprise Standing Committee, which 
will assess how emerging technologies, including AI, will 
reshape jobs, skills, and curricula. The mandate links AI 
adoption to workforce transformation and employability, 
both of which rely on connectivity, cloud access, and 
robust digital infrastructure.

From a telecom sector perspective, this suggests 
increasing demand for low-latency networks, rural 
broadband, and edge-capable infrastructure, even if 
these needs are not explicitly stated in the budget.

Data Centres: The New Strategic  
National Assets
One of the most consequential technology signals in 
the budget relates to data centres, with the Finance 
Minister referring to them seven times during her speech. 
However, the emphasis is reflected more in the tax 
proposals aimed at attracting investment than in direct 
technology announcements.

The government’s proposal to offer a tax holiday 
until 2047 for foreign companies providing global 
cloud services using data centres located in India marks 
a strategic repositioning of data centres as sovereign 
digital infrastructure.

The FM reframes digital infrastructure as an 
economic multiplier, embedding AI, cloud 
and compute into logistics, governance and 
trade systems nationwide.

This approach is reinforced by a 15% safe-harbour 
provision for resident entities providing data centre 
services to related foreign companies offering cloud 
services outside India. Together, these measures aim 
to make India a competitive base for global cloud and  
AI workloads.
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Infrastructure: Spending Turns  
Digital-First Model
On paper, the budget’s push for infrastructure looks 
familiar—higher capital expenditure and continued 
investment in transport, logistics, and urban development. 
However, a significant shift is underway.

The budget proposes raising public capital expenditure 
to Rs 12.2 lakh crore for 2026–27, maintaining momentum 
across transport, logistics, urban development, and 
connectivity. What is changing, however, is the character 
of infrastructure itself. Initiatives such as City Economic 
Regions, AI-enabled customs scanning, integrated 
digital clearance systems, and software-driven logistics 
platforms point towards data-centric, network-
dependent infrastructure.

Traditionally physical projects such as freight corridors, 
waterways, and urban transport are increasingly being 
designed with stronger digital coordination, platform-led 
oversight, and intelligent control systems. This highlights 
a structural shift in demand.

Future infrastructure investment will therefore 
require deep fibre penetration, edge computing, secure 
networks, and high-capacity telecom backbones, 
even if these needs are not always explicitly stated in  
the budget.

The Convergence: Services, Telecom,  
Tech Exports
The budget consolidates IT services, IT-enabled services, 
knowledge process outsourcing, and software R&D into 
a single category with a higher safe-harbour threshold, 
formally recognising the convergence of software, 
services, and deep technology.

Similarly, incentives for bonded warehousing, toll 
manufacturing, and global cloud services reflect a clear 
effort to align electronics manufacturing, digital services, 
and data-centre-led exports.

This convergence presents telecom operators and 
network vendors with a strategic opportunity. As 
enterprises and governments shift towards platform-

For telecom operators, the opportunity may be 
indirect, but it is significant, as large-scale data centres 
and AI compute facilities depend heavily on dense fibre 
networks, resilient backhaul, high-capacity transport 
layers, and edge connectivity.

Interestingly, while the budget proposes incentives 
for investment in data centres, it stops short of 
formally positioning telecom operators as strategic 
partners in this ecosystem. Their role is assumed 
rather than defined, leaving open questions about how 
network investments will be incentivised alongside  
compute infrastructure.

Semiconductor: From Policy Shifts  
to Ecosystem Depth
After years of focusing on fabs and manufacturing 
incentives, Budget 2026–27 suggests that India’s 
semiconductor policy is entering a more mature phase.

With the announcement of India Semiconductor 
Mission 2.0, the government has signalled a shift from 
a narrow manufacturing lens to a broader ecosystem 
approach. The focus now extends beyond fabrication to 
include equipment and materials manufacturing, full-stack 
Indian intellectual property, and industry-led research and 
skilling centres.

This ecosystem-oriented thinking is reinforced 
by the expanded outlay for electronics components 
manufacturing and the proposal to establish rare-earth 
corridors across mineral-rich states.

For telecom networks and data centres, the 
implications are long-term and structural, as network 
equipment, optical systems, and compute infrastructure 
are becoming increasingly chip-intensive.

Supply-chain resilience and cost competitiveness 
will therefore depend not just on final assembly, but on 
access to domestic design capabilities, materials, and 
specialised components. As indicated in the Finance 
Minister’s speech, this reflects an understanding that 
digital infrastructure sovereignty cannot be separated 
from semiconductor depth.

Data centres are positioned as sovereign 
digital assets, but the fiscal and regulatory 
framework for fibre, transport and last-
mile networks remains undefined.
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based delivery models, connectivity alone will not  
be sufficient.

Success will depend on evolving towards 
infrastructure-as-a-service and platform-adjacent 
roles, supported by policy frameworks that recognise 
this transition.

What Budget 2026-27 Means for  
Telecom Operators
Although the budget places AI, data centres, and 
semiconductors at the centre of India’s digital strategy, 
telecom is positioned more as an enabler than as a 
vertical receiving targeted policy attention.

The government has proposed increasing the outlay 
for the telecom sector to Rs 73,990 crore, nearly 40% 
higher than last year’s revised estimates. Most of this 
increase, however, is allocated to BSNL for spectrum 
costs, network rollout, BharatNet implementation, and 
internal capital requirements.

According to PTI, Telecom Minister Jyotiraditya 
Scindia described this allocation as an effort to 
strengthen BSNL’s operational and financial position, 
particularly in rural broadband and domestic network 
deployment. This emphasis on the public-sector 
operator is notable as the broader industry continues to 
face structural challenges.

The government projects telecom sector revenues 
of Rs 1.17 trillion in 2026–27, lower than the revised 
estimates for 2025–26. This reflects continued 
financial pressure on operators, including the impact of 
converting Vodafone Idea’s spectrum dues into equity, 
which limits adjusted gross revenue-linked inflows for 
the next decade.

Licence fees and spectrum usage charges, set at 8% 
of AGR for telecom operators, remain the government’s 
primary revenue streams from the sector.

For private operators, the budget offers growth 
opportunities through rising demand but provides no 
balance-sheet relief. There are no explicit concessions 

on levies, no clarity on spectrum pricing reform, and no 
targeted incentives for 5G expansion or fibre rollout.

Instead, private-sector telecom operators are expected 
to benefit indirectly from demand generated by data 
centres, AI platforms, and digital infrastructure, while 
direct public investment is focused on BSNL.

Execution Gaps to Decide Telecom’s  
Role in Growth
The budget does not announce major telecom-specific 
growth measures, but it prepares the ground for future 
expansion. It signals a focus on AI-native platforms, 
data-centre-driven growth, a deeper semiconductor 
ecosystem, and digitally integrated infrastructure.

For telecom operators and network vendors, the 
budget also highlights what remains unresolved. While 
AI platforms, cloud infrastructure, and electronics 
manufacturing receive clear policy direction, telecom 
networks are treated as an assumed layer rather than 
explicitly addressed. There is limited clarity on network 
modernisation, fibre expansion, or how telcos are expected 
to participate in AI, cloud, and edge-compute ecosystems.

This lack of detail does not diminish the budget’s 
digital ambition. Instead, it shifts the burden of execution 
to policy follow-through. For India’s AI-driven and data-
centre-focused vision to scale, telecom networks cannot 
remain implicit. They must become an explicit pillar of 
the country’s digital infrastructure strategy.

For telecom operators, the most important signals are 
likely to emerge after the budget. These include the structure 
and timing of spectrum auctions in 2026, deployment 
priorities under the Digital Bharat Nidhi, execution models 
for BharatNet, and any recalibration of AGR-linked levies.

Equally important will be whether telecom networks 
are formally integrated into India’s AI, cloud, and data-
centre roadmap. Without this alignment, telcos risk 
remaining essential yet economically constrained 
enablers of India’s next technology cycle. 

shubhendup@cybermedia.co.in

Semiconductor policy signals ecosystem 
maturity, expanding beyond fabs to materials, 
IP depth and specialised supply chains critical 
for telecom and AI hardware.
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From fiscal math to tech  
sovereignty strategy
Capital discipline, targeted incentives and ecosystem bets reposition technology 
as a sovereign asset shaping India’s long-term economic power.

The Union Budget 2026-27 is a well thought-
through extension of prior fiscal blueprints. 
Building on the 2025 reforms, this budget 
reinforces policy continuity, signalling 

predictability to investors amid global volatility. Rather than 
hype and new announcements, it embeds technology as an 
enabler across economic pillars, fostering competitiveness 
in AI-driven tech, semiconductors, and telecom.

The philosophy here is a shift from service to 
sovereignty. India is moving beyond just writing  
code for the world to owning the compute, the  
silicon, and the energy that powers it. The Finance 
Minister, Nirmala Sitharaman, has effectively declared 
that for India, technology is no longer just a service 
sector to be exported, but a sovereign asset to  
}be secured.

By Jaideep Ghosh

The tax holiday until 2047 signals 
India’s ambition to host global AI 
workloads, shifting from a consumption 
market to a compute jurisdiction.
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IN BRIEF
•	 Fiscal deficit at 4.3% and Rs 12.2 lakh crore 

capex signal macro stability, lowering risk for 
telecom, semiconductor and AI infrastructure 
investors.

•	 A tax holiday until 2047 aims to anchor 
global cloud workloads in Indian data centres, 
strengthening jurisdictional control over AI 
compute and data.

•	 Semiconductor Mission 2.0 shifts from fabs 
to ecosystem depth—materials, equipment 
and domestic IP—to reduce structural import 
dependence.

•	 Rare Earth Corridors embed technology 
policy within national security, linking mineral 
processing to quantum, AI and strategic 
hardware supply chains.

•	 AI is framed as a cross-sector productivity 
lever, tied to reforms, skilling and services 
exports rather than treated as a standalone 
industry.

•	 Telecom funding and rural broadband 
expansion reinforce networks as the enabling 
layer for agri-stack, digital governance and 
enterprise AI adoption.

The fiscal backdrop sets the stage. By sticking to the 
fiscal glide path and bringing the Fiscal Deficit down 
to 4.3% of GDP, the government has delivered a “Good 
Deficit.” The borrowing is not fuelling consumption; it is 
fuelling a record Rs 12.2 lakh crore in Capital Expenditure. 
For capital-intensive sectors like telecom and tech 
infrastructure, this fiscal discipline is the best news; it 
signals macroeconomic stability, potentially lowering the 
cost of capital for the massive 5G and 6G network rollouts 
still ahead.

But the real signal lies in the specific, targeted 
interventions that aim to build what may be described 
as India’s “Sovereign Tech Stack”—from the minerals to 
the cloud.

Cloud Incentives and Data Gravity Play
The most significant geopolitical signal in the budget is 
buried in the tax proposals: a Tax Holiday until 2047 for 
foreign companies providing global cloud services using 
Indian data centres. This is a masterstroke.

By aligning the tax incentive with the centenary of 
India’s independence, the government is playing the 
long game on Data Gravity: data is heavy, and expensive 
to move. By making it fiscally irresistible for global 
hyperscalers like Amazon, Google, and Microsoft to host 
their global data in India, the policy framework seeks to 
ensure that the AI models of the future are trained here, 
reside here, and are subject to Indian jurisdiction.

Coupled with the 15% Safe Harbour provision for 
resident entities providing data centre services, the 
message is clear: India intends to move beyond being 
merely a market for digital consumption and position 
itself as a major participant in the digital economy.

AI Woven into Reform Architecture
In AI and broader tech, the budget positions artificial 
intelligence not as a standalone sector but as a pervasive 
force multiplier. This aligns with the government’s three 
kartavya framework, where AI enhances productivity, 
economic growth, governance, and inclusion. For 
instance, the emphasis on cutting-edge technologies in 
the Reform Express initiative—over 350 reforms since 

Semiconductor policy now targets upstream 
materials and IP depth, acknowledging 
ecosystem control matters more than 
isolated fabrication wins.
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2025 streamlines compliance and data flows, enabling AI 
integration in manufacturing and services.

The high-powered committee on Education to 
Employment and Enterprise targets 10% global services 
share by 2047, explicitly assessing AI’s job implications. 
This proactive stance could mitigate displacement risks 
while amplifying India’s IT-BPM strengths, potentially 
adding 2-3% to GDP growth through optimised processes.

Overall, these reforms could elevate India’s AI readiness 
index by 15-20 points, positioning it as a global innovation 
hub. There is, however, a talent gap. The budget’s 
skilling push, including Samarth 2.0 for textiles and 
AVGC labs training two million professionals supports AI  
workforce development.

This is in continuation of the previous years’ Budget 
that proposed key skilling initiatives: five National Centers 
of Excellence, expanding capacity at IITs and medical 
colleges, launching enhanced research fellowships at 
IISc and IITs, creating 50,000 new Atal Tinkering Lab 
Incubation Centres in schools, funding private-sector 
R&D and providing broadband connectivity to all 
government schools and public health centres.

The Hardware Pivot: Securing  
the Upstream
The launch of the India Semiconductor Mission (ISM) 2.0 
shifts focus from fabrication plants to the ecosystem—
equipment, materials, and full-stack Indian IP. The 
increased outlay of Rs 40,000 crore for electronics 
components manufacturing acknowledges a hard truth: 
one cannot be a tech superpower if one has to import 
every capacitor and resistor.

Crucially, the budget links technology to national 
security by announcing Rare Earth Corridors in Odisha, 
Kerala, Andhra Pradesh, and Tamil Nadu. In a world 
where critical minerals are the new oil, securing domestic 
processing capabilities for the raw materials of Quantum 
and AI hardware is a definitive sovereignty play.

The Invisible Infra: Telecom  
as the Backbone
Although the budget does not announce a headline-

grabbing telecom reforms package, the sector underpins 
multiple policy initiatives. While there was no headline 
Telecom Package, the sector is the silent beneficiary 
of every major announcement. Adequate funding of 
Rs 73,990 crore, has been allocated to the sector, a 
substantial part through BSNL, for Bharat net and rural 
broadband infrastructure buildout.

Take Bharat-VISTAAR, the new AI-driven agri-stack. 
is a demand generator for rural data connectivity. To 
deliver real-time, AI-customised advisory to millions of 
farmers requires a robust, low-latency telecom backbone 
that goes beyond urban centres.

Ease of Business: The GCC Boost
Finally, the budget offers a massive olive branch to 
the IT Services and Global Capability Centres (GCCs) 
that drive India’s services exports. By raising the Safe 
Harbour threshold for IT services to Rs 2,000 crore and 
introducing a One-Click automated approval process, 
the government has effectively eliminated a decade of 
transfer pricing litigation.

This creates the certainty needed for GCCs to further 
move up the value chain—from process support to 
high-value R&D and product innovation, supporting the 
ambitious target of India capturing 10% of global services 
exports by 2047.

Capex Discipline and Sovereign Tech Vision
The budget for 2026-27 is a ‘Maturity Budget’. It avoids 
the hype of launching new, unfunded missions and 
focuses instead on the unglamorous but essential work of 
constraint management—fixing energy, securing supply 
chains, and training workforce. For the telecom and tech 
sectors, the signal is unambiguous. The government 
views them as the “horizontal spine” of Viksit Bharat.

With sustained execution, this could propel India’s 
digital economy to USD 1 trillion by 2030, underscor-
ing the value of policy stability in an  
uncertain world. 

Rare Earth Corridors connect mineral 
strategy to advanced hardware 
ambitions, reframing supply chains 
as instruments of sovereignty.

https://www.linkedin.com/in/ghoshjaideep/?originalSubdomain=in
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Building real-time risk engines  
on telco networks
BFSI firms are redesigning risk systems using AI, blockchain, and low-latency 
networks to enable real-time fraud prevention and compliance.

The construct of risk and resilience in the financial 
services landscape is evolving rapidly. Today, 
the BFSI industry has entered a phase in which 
risk management cannot be solely based on 

static controls or traditional data models. The global risk 
landscape has swiftly expanded from cyberattacks and 
geopolitical volatility to the more subtle ethical challenges 
of artificial intelligence, exponentially increasing the 
impact of data privacy breaches.

In response, a quiet revolution is taking place: 
a movement towards what is being called Risk 
Management 4.0, marking a shift from static, isolated 
controls and audit-based oversight to dynamic, real-time 
ecosystems. In the emerging realm, predictive analytics 

and blockchain technologies operate synergistically 
to enable autonomous, accountable, and adaptive risk 
management frameworks that are resilient to modern 
threats and complexities.

Organisations are exploring strategic, technology-
enabled risk frameworks that bring tangible impact 
in their risk anticipation and mitigation lifecycles. 
Fundamentally, this transformation rests on a synergy 
between Agentic AI and blockchain technologies, which 
is helping redefine risk management for financial 
institutions. The historical reliance on isolated legacy 
systems, characterised by static, batch processing, has 
given way to a cloud-native data environment. Integrated 
with AI, this environment has established an ecosystem 

By Rohit Gore
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In Brief
•	 BFSI firms are shifting to Risk 

Management 4.0, powered by AI and 
blockchain for adaptive, autonomous, and 
accountable operations.

•	 Telecom infrastructure is enabling real-
time risk detection via private networks, 
edge computing, and low-latency data 
flows.

•	 Agentic AI and permissioned blockchain 
are helping automate credit decisions, 
compliance workflows, and audit trails in 
real time.

•	 BFSI players are adopting cloud-native, 
microservices-based platforms to 
integrate risk analytics closer to the data 
source.

•	 AI-driven autonomy poses new risks, 
such as cascading failures and model drift, 
requiring human oversight and explainable 
systems.

•	 Regulators and financial firms must align 
on governance, validation formats, and 
API-based integration for future-ready 
compliance.

in which data, algorithmic decisions, and risk controls no 
longer operate sequentially but interact continuously in 
real time.

Telecom Infrastructure: A Key Enabler
This change in the BFSI industry is being enabled by 
telecom and digital infrastructure providers in many 
ways. For instance, telecom providers are partnering 
with financial services  to support them in use cases 
such as fraud prevention and transaction processing. 
They are embedding AI-powered monitoring, secure 
private connectivity, and edge computing into their 
networks, allowing financial institutions to process risk 
signals effectively.

In globalising economies such as India, banks handling 
high-volume digital payment flows have partnered with 
telecom and digital infrastructure providers to deploy 
low-latency private networks and edge-adjacent data 
centres. These architectures support real-time fraud 
detection and transaction-risk scoring at the point of 
origination, blocking malicious links in near real time 
across the telecom network.

Another frontier is being shaped by agentic systems 
coupled with blockchain’s immutable and distributed 
ledger architecture. This combination is augmenting risk 
resilience for organisations, improving accountability 
and traceability in the compliance journey. It is enabling 
organisations to tap into autonomous systems. For 
instance, organisations can record real-time credit 
decisions using a permissioned blockchain or a specialised 
high-speed public blockchain with an efficient consensus 
mechanism, while minimising latency.

As financial services adopt real-time, agentic 
risk systems, the impact on network traffic and data 
processing infrastructure also grows significantly. 
Operations such as continuous streaming analytics 
and agent-to-agent communication are increasing the 
traffic volume within data centres and across hybrid 
cloud environments. This situation demands higher 
network bandwidth and edge computing nodes that 
can process risk signals closer to customers, devices, or 
origination points.

Telecom providers are embedding AI, 
edge, and secure links into networks, 
reshaping how BFSI firms process 
and respond to risk signals.
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Global telecom providers such as Verizon have publicly 
positioned private 5G and mobile edge computing as 
enterprise-grade foundations for low-latency, real-time 
decision systems. These trends highlight the growing 
need for such infrastructure upgrades to support fraud 
detection and market surveillance in the financial 
services industry.

Building Resilience Through  
Agentic Systems
Several BFSI organisations have taken a step towards 
revamping their platforms by using microservice-
based, cloud-native models. For instance, a recent 
finding suggests that nearly 63% of global BFSI firms 
have already adopted cloud microservices for real-time 
transaction processing, fraud detection, and customer 
analytics. This transformation not only delivers efficiency 
but also enables companies to easily integrate distributed 
ledger components and Agentic AI engines into their 
operational workflows.

However, the model does have myriad challenges. 
Agentic AI-driven autonomy can create new vulnerabilities, 
such as chained failures, in which an error in the initial AI 
agent cascades through the system. Organisations are 
also likely to face long-term systemic risks, especially if 
multiple institutions adopt similar AI models. Additionally, 
blockchain may pose challenges such as scalability, 
regulatory oversight, and integration with the existing 
BFSI estate in the future.

Risk Management 4.0 also raises other concerns, 
including talent readiness, regulatory adoption, 
cybersecurity threats posed by autonomous systems, 
and integration with legacy systems. The solution calls 
for a Human-in-the-Loop approach while simultaneously 
investing in a workforce that combines deep business 
understanding with AI fluency.

There is also a need for organisations to work in 
tandem with regulators and allied industry stakeholders to 
establish uniform governance models. Some immediate 
interventions may include introducing common, 
evidence-based validation formats to reduce the need for 
regulatory sandboxes and adopting API-first, adapter-

based integration patterns to safely and incrementally 
link advanced AI agents to legacy data infrastructure.

Regulators and industry stakeholders also need to 
account for the black-box challenges in which AI models 
make decisions or predictions based on complex internal 
processes that are not easily interpretable, even by  
their developers.

The next decade will also be defined by the convergence 
of Agentic AI and blockchain with the physical world, 
leading to three key indicators of the future. Firstly, AI-
Driven Simulation is likely to establish truly anticipatory 
risk management by stress-testing ecosystems. Likewise, 
Autonomous Smart Contracts will empower AI agents 
to execute self-adjusting, compliance-aware rules on a 
blockchain in real time.

In this context, Human-in-the-Loop and AI agent 
integration play a critical role in mitigating redundancies. 
It is also expected that Explainable (X) Governance 
will merge XAI and blockchain auditability to ensure 
that every autonomous decision is transparent and  
globally compliant.

Risk Management 4.0 is no longer optional. It is the new 
operational baseline for digital-age resilience, enabling 
the industry to address unique challenges, including high 
transaction volumes, financial inclusion objectives, and 
multiple regulatory layers. For the BFSI sector, the ability 
to process risk signals in real time, automate compliance 
decisions, and maintain trust across distributed 
ecosystems will define its competitiveness.

There are already examples of homegrown AI agents 
being developed for the sector to automate compliance, 
risk, and audit functions—and this trend is likely to grow. By 
responsibly integrating Agentic AI’s speed with Blockchain’s 
integrity, organisations can transform their risk function 
from a necessary cost into a strategic engine 
for competitive advantage. 

Real-time risk scoring at the point of 
transaction is now possible through 
edge-adjacent data centres and 
private telecom networks.

https://www.linkedin.com/in/rohit-gore-5331a5a/?originalSubdomain=in
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Intelligent fibre for distributed  
AI ecosystems

The digital ecosystem is undergoing a 
structural shift. Applications and data are 
no longer confined to a single data centre or 
location. Instead, workloads are increasingly 

distributed across hyperscale cloud platforms, 
colocation facilities, enterprise captive data centres and 
edge environments.

This proliferation has created a highly interconnected 
environment in which users, applications, and systems 
must interact seamlessly across multiple locations, 
networks, and access media.

Architectures are evolving accordingly. The design 
philosophy has moved from scale-in to scale-out, and 

By Ankit Goel

As AI workloads stretch across hyperscale, edge, and GPU clusters, ultra-low-
loss fibre and automation now define network performance and resilience.

Microsecond delays in GPU 
synchronisation can throttle AI output, 
turning fibre route design into a 
strategic lever for performance.
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performance envelope of AI infrastructure is unforgiving. 
It requires precision engineering at both the physical and 
application layers.

Fibre as the AI Performance Layer
AI workloads typically operate in two distinct phases: 
training and inference. Training involves processing large 
datasets to build models, which requires substantial 
computational capacity and sustained bandwidth. 
Inferencing, by contrast, focuses on real-time prediction 
and response, often requiring the lowest possible latency 
to enable instantaneous communication between AI 
servers hosting distributed datasets. Both phases 
impose different but equally stringent requirements on 
network infrastructure.

Ultra-low-loss fibre, typically in the range of 0.2-0.25 
dB, provides additional headroom to support higher 
bandwidth over the same link. When combined with the 
shortest, most direct routes, it delivers lower latency, 
enabling faster synchronisation between GPU clusters 
and quicker presentation of processed data to the user. 
In GPU-to-GPU synchronisation, even microsecond 
delays can throttle performance and diminish the gains 
of advanced compute environments.

This is where fibre infrastructure becomes 
indispensable. Large language model training and 
real-time inference consume significantly higher 
bandwidth than traditional enterprise applications. They 
demand ultra-low latency, consistent performance and 
uninterrupted availability—requirements that fibre alone 
can deliver at scale.

As compute migrates toward high-density GPU 
clusters and distributed architectures, fibre forms the 
physical backbone that allows geographically dispersed 
data centres and edge locations to function as a unified 
compute ecosystem.

Conventional terrestrial fibre typically exhibits losses 
in the range of 0.4 to 0.6 dB per kilometre, limiting the 
ability to transmit large capacities over long distances 
without amplification. As AI scales, demand for lower-

As workloads distribute across 
clouds and edge, fibre shifts from a 
passive conduit to the performance 
layer that defines AI velocity.

now to scale-across. For hyperscalers, this means 
distributing datasets across multiple data centres rather 
than consolidating them in a single facility.

The consequence is a surge in real-time data transfer 
between GPU clusters spread across geographies. 
Delivering fast responses in such an environment 
demands fibre quality that can sustain AI-grade 
performance without compromise.

From Scale-Out to Scale-Across
In this distributed landscape, connectivity is no longer 
a passive utility. It has become a central enabler of 
performance, scale and digital experience. Enterprises 
expect to test AI- and cloud-based applications rapidly, 
deploy them at speed, fail fast when necessary and retire 
them just as quickly.

According to Gartner’s 2024 research, more 
than 60% of enterprises experience performance 
degradation due to network latency and reliability 
issues. The implication is clear: connectivity must not 
only scale, but also flex in real time to interconnect 
multiple cloud providers, cloud infrastructure platforms 
and edge environments.

Beyond flexibility, enterprises require bandwidth 
that can expand on demand. AI-driven workloads, 
data-intensive applications, and real-time processing 
models place variable, often unpredictable pressure  
on networks.

Static provisioning models struggle to accommodate 
these spikes. What is required instead is an 
interconnected, scalable connectivity fabric that enables 
customers to consume capacity dynamically in line with 
business priorities rather than being constrained by fixed 
infrastructure limits.

Such ecosystems must rest on reliable, high-
performance infrastructure supported by intelligent 
management platforms. As AI workloads expand, the 
underlying network must scale seamlessly without 
compromising latency, throughput or reliability. The 
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loss, lower-latency fibre will intensify. Hyperscalers are 
already experimenting with hollow-core fibre technologies 
that promise not only higher capacity but also latency 
reductions of up to 33%.

These innovations are not incremental enhancements; 
they represent foundational shifts in how performance is 
engineered across digital infrastructure.

Automation and Intelligent Operations
Fibre is critical, but it does not complete the equation 
on its own. As networks expand in scale, complexity 
and geographic reach, traditional manual operating 
models struggle to keep pace. Managing performance, 
reliability and quality of service in dense fibre 
environments requires a fundamentally different 
operational approach.

Intelligent automation has therefore emerged 
as a parallel enabler of scalable, high-performance 
connectivity. Advanced fibre monitoring technologies, 
such as Remote Fibre Monitoring Systems (RFMS), 
enable operators to observe and assess the entire fibre 
infrastructure in near-real time. Operating continuously 
and autonomously, these systems detect anomalies, 
degradations or faults before they escalate into service-
impacting incidents.

The result is improved reliability, reduced mean time 
to repair and greater operational resilience.

When integrated with OSS and BSS platforms, 
intelligent monitoring extends beyond fault detection. 
It enables automated alarm generation, accurate fault 
localisation, workflow initiation and faster resolution 
cycles. In effect, the infrastructure begins to operate at 
the speed of demand. Automation transforms fibre from 
a passive asset buried beneath the ground into an actively 
managed, data-rich platform that responds dynamically 
to network conditions.

Transparency in a Connected Ecosystem
As enterprises increasingly consume connectivity 
across multiple clouds and geographies, transparency, 
visibility and control become equally critical. Dynamic 

consumption models require precise insight into how 
services perform and how capacity is utilised.

Customer-facing digital platforms address this need 
by offering granular visibility into fibre and network 
performance—path by path and fibre pair by fibre pair—
across different segments and layers of infrastructure. 
Such transparency enables enterprises to align network 
usage directly with business outcomes. It supports better 
planning, faster decision-making and greater confidence 
in service reliability.

Fibre design itself is evolving in response to 
these demands. Innovations such as ultra-low-loss 
fibre and hollow-core fibre are emerging to support 
long-distance, high-capacity inter-data-centre 
connectivity with improved latency characteristics 
and more efficient transmission over extended 
distances. These advances strengthen fibre’s position 
as a strategic asset in AI-powered economies, 
reducing cost per transmitted unit while enhancing  
performance thresholds.

The future of connectivity lies in a fully interconnected 
ecosystem powered by intelligent fibre infrastructure. 
Fibre is no longer merely a conduit for data; it is becoming 
a dynamic platform enriched by automation, analytics 
and data-driven operational intelligence.

“Intelligence in Fibre” encapsulates this shift. It reflects 
the effective integration of advanced technologies, 
automated operations and intelligent management to 
deliver measurable business outcomes—higher reliability, 
faster deployment cycles, scalable performance and 
improved customer experience.

As India enters the era defined by distributed AI, 
hyperscale data centres, and next-generation digital 
services, competitive advantage will depend not only on fibre 
deployment but also on how intelligently it is 
designed, operated, and consumed. 

Hollow-core fibre trials signal a 
structural rethink of latency engineering, 
promising faster inter-data-centre 
synchronisation at scale.

The author is the Founder and Chairman of  
the Space World Group.
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Secure SD-WAN: Foundation of  
a true SASE design

As organisations invest in secure access service 
edge (SASE) solutions, they are evaluating 
both security and networking functions. 
The right SD-WAN solution is critical to 

enabling a truly effective SASE architecture. A unified 
SASE framework built on secure SD-WAN provides 
consistent security, optimised connectivity, and unified 

management for users and applications across hybrid 
and cloud environments.

Two major factors are driving organisations 
to adopt SASE. The first is the rise of the hybrid 
workforce, now a standard operating model across 
many industries. The second is the shift to digital-

By Vivek Srivastava

Hybrid work and multi-cloud sprawl are forcing enterprises to unify networking and 
security into a single architecture that delivers control, performance and resilience.

As SD-WAN evolves from a connectivity 
tool to a security platform, the depth of 
its integration determines whether SASE 
delivers real architectural value.
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This integration delivers significant advantages when 
expanding to SASE. It enables secure local internet 
breakout without backhauling traffic to the data centre, 
SSE, or chaining services to additional security devices. 
By reducing latency and minimising the number of hops 
to the final destination, organisations can provide direct 
connectivity to applications and enhance user experience. 
Secure site-to-site communication can also be maintained 
without routing traffic through an SSE point of presence 
(POP), optimising overall performance.

Zero Trust Enforcement Across  
Traffic Flows
As organisations adopt universal zero-trust network 
access (ZTNA) to ensure granular, secure access 
regardless of user or application location, embedding 
a ZTNA application gateway within the SD-WAN 
solution is critical. This integration allows organisations 
to enforce ZTNA tags and policies directly within the 
network fabric.

Beyond user-to-application access, advanced security 
capabilities within secure SD-WAN also reduce the attack 
surface by protecting east-west traffic. This is particularly 
important in distributed environments where traffic flows 
between branches, data centres, and cloud workloads, 
and where data must be inspected and secured without 
introducing performance bottlenecks.

Integrated security and ZTNA enforcement ensure that 
users and applications connect safely, but performance and 
reliability are equally important. Once traffic is secured, SD-
WAN’s intelligence in steering applications across multiple 
networks becomes the next key factor in delivering 
a seamless experience. This is especially relevant as 
organisations balance on-premises infrastructure, cloud 
deployments and SaaS workloads.

Intelligent Steering Across  
Cloud Workloads
As applications are distributed across data centres, clouds, 
and SaaS environments, SD-WAN must intelligently 
steer traffic for each request. With application-aware 
routing across thousands of applications and integrated 
security capabilities, secure SD-WAN can direct SaaS 

Identity, context and device posture 
now anchor access decisions, redefining 
perimeter security in distributed 
enterprise environments.

first strategies. Most organisations have adopted, or 
plan to adopt, digital-first approaches, with workloads 
increasingly distributed across public and multi-cloud 
environments. SASE is designed to support the dynamic 
and secure access needs of today’s organisation. It 
plays a critical role in ensuring that security can be 
delivered anywhere — at the WAN edge, cloud edge, 
data centre edge and even endpoint devices used by a  
hybrid workforce.

Gartner predicts that by the end of 2026, nearly 
60% of new SD-WAN purchases globally, including 
India, will be part of a single-vendor SASE offering 
— a significant increase from 15% in 2022. It also 
projects that 47% of enterprises will have deployed 
SA SE by 2027, with many CISOs moving away from 
fragmented legacy architectures towards unified 
platforms to manage AI-related data risks. According 
to Coherent Market Insights, the India SASE market 
is expected to reach USD 2,136.6 million by 2032, 
growing at a compound annual growth rate (CAGR)  
of 22.1%.

Organisations typically begin their SASE journey 
in one of two ways: by connecting SD-WAN to secure 
service edge (SSE), or by integrating SSE with SD-
WAN. In both approaches, success depends on unifying 
networking and security capabilities, maintaining 
consistent policy enforcement for on-premises and 
remote users, and leveraging agentic AI to strengthen 
defences and simplify operations.

What, then, are the SD-WAN capabilities that make it 
the cornerstone of an effective SASE deployment?

Converged SD-WAN Security at the Edge
For years, SD-WAN has transformed enterprise 
networking by enabling organisations to transition away 
from costly MPLS circuits while maintaining reliable 
broadband performance. It introduced intelligent traffic 
steering and centralised management to enhance user 
experience and simplify operations. Its most important 
evolution today is the integration of advanced security 
into a single platform, powered by a single operating 
system and unified management.



SECURITY

www.voicendata.com� VOICE&DATA I February 2026 I A CyberMedia Publication I 53

[TECHNOLOGY]

traffic without requiring an SSE POP at the outset. This 
reduces network hops and lowers latency.

Resilient application steering also includes optimising 
traffic flows from SSE POPs to applications. For remote 
users accessing private applications, this ensures both 
performance and availability. Intelligent, adaptive path 
selection helps maintain a consistent user experience 
even under fluctuating network conditions.

AI-Driven Operations for  
Resilient Networks
In distributed environments, accelerating troubleshooting, 
configuration and policy enforcement is essential. Enhanced 
visibility from branch to application through digital experi-
ence monitoring (DEM) strengthens operational control. 
Predictive anomaly detection powered by AI-driven  
operations, including agentic AI, helps maximise uptime and  
sustain performance.

AI-enhanced SD-WAN reduces operational friction by 
automating repetitive tasks, identifying potential issues 
before they escalate, and improving overall service 
reliability within a unified SASE framework.

Unified Management for  
Policy Consistency
As organisations scale towards SASE, SD-WAN’s 
ability to integrate with SSE and simplify management 
becomes a defining capability. Unified management 
ensures consistent policy enforcement across a 
hybrid workforce and distributed infrastructure. It also 
accelerates the deployment of connectivity and cloud 
security services by providing a single control plane for 
configuration and oversight.

Purpose-built application-specific integrated 
circuits (ASICs) further strengthen this foundation. 
By accelerating networking and security functions in 
hardware, ASICs offload compute-intensive tasks and 
maintain high performance even as inspection and 
encryption demands increase.

Deploying SASE on Secure SD-WAN Core
Before deploying SASE, organisations must clearly 

identify the core problems the architecture is intended 
to address. Common drivers include securing hybrid 
workforces with consistent access policies, improving 
application performance for remote and branch users, 
reducing complexity caused by managing multiple point 
solutions, and meeting compliance requirements across 
geographies and industries.

Clarifying these objectives guides architectural 
decisions and deployment sequencing, whether the 
organisation is re-architecting its WAN, consolidating 
cloud security tools, or pursuing both in parallel. At its 
core, SASE unifies SD-WAN, secure web gateway (SWG), 
cloud access security broker (CASB), zero-trust network 
access (ZTNA) and Firewall-as-a-Service (FWaaS). True 
unification means integrating these capabilities natively 
rather than merely bundling them under a single brand.

In a perimeter-less environment, identity becomes 
the primary security anchor. SASE architectures must 
support dynamic access controls that evaluate not only 
user identity but also contextual factors such as device 
posture, location, time of access and behavioural risk 
indicators. At the same time, not every organisation is 
prepared to transition immediately to a fully cloud-native 
model. An effective SASE strategy should therefore 
support both cloud-delivered and hybrid architectures, 
enabling alignment with existing infrastructure, 
geographic constraints and compliance requirements.

A unified SASE architecture does more than 
consolidate tools; it also simplifies their management. 
Building tomorrow’s SASE framework on a secure 
SD-WAN foundation delivers measurable benefits. 
Centralised management and self-healing capabilities 
reduce downtime. Intelligent traffic steering and purpose-
built ASIC acceleration enhance application performance. 
Simplified operations lower the total cost of ownership. 
Together, these capabilities position secure SD-WAN as 
the essential foundation for a scalable and 
resilient SASE deployment. 

True SASE maturity depends less on 
bundling tools and more on native 
integration across SD-WAN, SWG, 
CASB, ZTNA and FWaaS.

The author is the Country Manager, India & 
SAARC at Fortinet.
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The flight deck layer for 
autonomous AI networks

For technology leaders who have spent decades in 
the trenches of distributed systems, observability 
was akin to forensic archaeology. Engineering 
teams spent nights digging through disparate 

logs and fragmented traces, trying to reconstruct a crime 
scene after a critical service had failed.

We are now in the era of autonomous, AI-driven 
networks, where these reactive approaches pose an 
existential risk. C-Level technology leaders recognise 
that the world is moving away from a deterministic, “if-
then” logic to a probabilistic reality, one shaped by agentic 
AI and self-healing infrastructures.

In this new age, observability must transcend its role as 
a diagnostic window to a true control plane, the nervous 
system dictating how intelligent networks operate, scale, 
and protect themselves.

From Reactive Monitoring to  
Active Control
The black-box nature of an AI-driven network’s decision-
making poses a major challenge for organisations. 
Traditional monitoring tools, built for static environments, 
are blind to the nuances of prompt engineering, vector 
database latency, and LLM and AI agent hallucinations. 
When an AI agent reroutes network traffic or allocates 

By Simon Rizkalla

As AI networks act autonomously, embedded observability is evolving into a 
governing layer that orchestrates telemetry, policy and real-time corrective action.



NETWORKS

www.voicendata.com� VOICE&DATA I February 2026 I A CyberMedia Publication I 55

[TECHNOLOGY]

The most advanced observability control planes 
are leveraging AI to bridge the expertise gap. Imagine 
a system where an engineer can ask, “Why is latency 
increasing for our users in India?” and the system, 
acting as an intelligent agent, scans the entire stack, 
identifies the bottleneck in a specific microservice and  
suggests remediation.

This is what an intelligent observability platform 
that understands the underlying context looks like. By 
integrating these capabilities into common developer 
environments and communication tools, everyone has 
visibility, democratising the ability to manage complex 
AI-powered networks.

Engineering Predictability into  
AI Systems
In 2026, the value of observability will be measured by its 
ability to offer predictability. Today, high-impact outages 
cost a median of USD 2 million per hour. At a time when 
autonomous networks are becoming the norm, C-level 
leaders need their operations to move at speed. The 
delay between “something is wrong” and “we know why” 
is where the most damage is done.

By treating observability as a control plane, 
organisations adopt a preventive posture, monitoring 
drift in model performance or saturation in a network 
buffer before failure occurs. Observability is moving from 
“monitoring the network” to “governing the intelligence” 
that runs the network.

For those who have lived through the evolution from 
monolithic servers to microservices, and now to agentic 
AI, the mandate is clear: stop treating observability 
as an insurance policy and view it as an instrument 
for predictability. Networks of the future will be 
governed by intelligent platforms that see everything, 
understand context and help teams act with precision. 
That is the power of an observability  
control plane. 

AI agents rerouting traffic and reallocating 
compute demand more than logs; they 
require contextual telemetry embedded 
directly in the execution path.

new compute resources based on a shifting model, it 
is not following a scripted model; it is responding to  
data patterns.

If observability is outside this decision-making loop, 
organisations have limited insight into how their networks 
are performing. A true control-plane approach integrates 
intelligent observability into the execution path by 
providing unified context. It correlates telemetry from GPU 
clusters through the application’s semantic layer, enabling 
teams to set guardrails rather than react to alerts.

By creating a feedback loop in which the system 
detects a logical deviation and automatically steers the 
network back toward the desired state, observability 
becomes proactive.

Breaking the Cost of Tool Fragmentation
The 2025 Observability Forecast by New Relic found that 
the most significant barrier to reliability is tool sprawl. 
Even today, many infrastructure, development, and 
security teams rely on dashboards in separate, siloed 
tools. In an AI-powered environment, fragmentation is a 
tax on innovation.

AI models thrive on high-quality, high-cardinality 
data. When it is trapped in silos, it throttles network 
intelligence. This is why the industry is moving towards 
a unified system. By consolidating metrics, events, logs, 
and traces into a single entity, organisations can achieve 
full-stack visibility.

This consolidation is not just about reducing licence 
costs but also about ensuring AI networks have a 
comprehensive map to manage. When intelligent 
observability acts as a control plane, it provides the 
“ground truth” that can prevent AI-driven automation 
from spiralling into a cycle of cascading failures.

Bridging the AI Operations Skills Gap
For years, troubleshooting bottlenecks was hindered by 
a gap in expertise or the need for a specialist to know the 
exact query syntax to find the needle in the haystack. 
This is shifting towards a “natural language” operations 
model, with autonomous systems becoming the norm.

The author is the Vice President – Customer 
Advocacy for the APJ region at New Relic.
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Beyond the 5G rollout, the age  
of execution
Industry leaders at the V&D 5G+ Conference debate how India can turn network 
scale into resilient, intelligent systems that deliver economic value.

On the winter morning in New Delhi, when 
policymakers, telecom operators, technology 
vendors, defence specialists and manufacturing 

leaders assembled at the Voice&Data 5G+ Conference 
2026, the atmosphere was different from the exuberant 
years that followed India’s 5G roll out story. There were 
no celebratory charts on coverage expansion or headline-
grabbing subscriber numbers.

Instead, there was a sharper, more difficult conversa-
tion underway.

India has built scale. The country has rolled out 5G at 
unprecedented speed, digitised payments, built digital 
public infrastructure and connected vast swathes of its 
population. But what, precisely, has this infrastructure 

matured into? And more importantly, what must it 
become if India is to translate connectivity into sustained 
economic capability by 2047?

Across panels and firesides, the theme of Digital 
Infrastructure for Viksit Bharat took on a clear meaning: 
expansion has peaked; execution must begin.

Infrastructure Sets New Baseline
Welcoming the dignitaries and participants, Pradeep 
Gupta, Chairman, CyberMedia Group, positioned 
infrastructure as central to empowering industries, 
modernising public services and expanding India’s 
global digital footprint. He described the conference as 
a collaborative platform for policymakers, operators, 
vendors and industry bodies.

By Voice&Data Bureau
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India’s 5G expansion has peaked; the 
next phase demands intelligent, energy-
efficient networks that deliver consistent 
performance at national scale.

Ravi Gandhi, President and Chief Regulatory Officer at 
Reliance Jio, said coverage expansion has been significant, 
but device affordability, digital literacy and fixed-line 
penetration remain gaps. He compared cybersecurity 
awareness to traffic discipline on newly built highways, 
arguing that consumer education is essential to secure 
digital growth.

Sandeep Saxena, Head – Technology and Solutions, 
Mobile Networks at Nokia India, said networks must 
evolve to support AI-driven devices, edge computing and 
real-time applications. High-reliability connectivity is 
essential for critical communications, immersive services 
and industrial automation. Networks, he said, must 
become intelligent and energy-efficient to support the 
fusion of physical and digital systems.

From Access to Measurable Outcomes
Sharing the Industry outlook, Prabhu Ram, Vice President 
– Industry Research Group, CMR, said India must now 
move beyond expanding connectivity and focus on 
building digital capability to achieve its Viksit Bharat 
2047 vision.

He described the past decade as one centred on 
expanding access through affordable smartphones, 
nationwide 4G networks and digital public platforms. The 
next phase, he said, will focus on delivering measurable 
outcomes through predictable and resilient infrastructure. 
“The last decade was about building access. The next two 
decades are about delivering outcomes,” Ram said.

Atul Gupta, Partner and Head – Digital Trust and 
Cyber at KPMG India, framed telecom networks as “digital 
gateways” and “digital highways” that have enabled 
inclusion at scale. He said the sector is shifting from a 
telco to a techco model, where operators move beyond 
connectivity to deliver integrated digital services.

Gupta identified infrastructure transformation, AI 
adoption and trust as the three forces shaping this shift. 
AI, he said, has progressed from generative models to 
agentic systems capable of autonomous decision-making. 
However, he warned that AI is a “double-edged sword” that 
can also empower threat actors. Responsible AI f

eworks and governance mechanisms must therefore 
become embedded across digital systems. “The real 
currency in a digital economy will be trust,” Gupta said.

Lt Gen Dr SP Kochhar, Director General, COAI, said 
India has emerged as a major telecom market supported 
by private investment and public policy. However, he 
argued that telecom should be treated as a foundational 
horizontal service underpinning every sector. He 
called for long-term spectrum planning and cautioned 
against treating spectrum allocation primarily as a 
fiscal instrument. Kochhar also highlighted operational 
challenges, including connectivity in public spaces and 
cybercrime reporting, that require coordinated reform.

Ambika Khurana, Chief Regulatory and Corporate 
Affairs Officer at Vodafone Idea, stressed the need 
for a network-first approach to economic growth. 
She pointed to bottlenecks in right of way approvals, 
public infrastructure access and reliable power supply. 
Telecom, she said, should be granted utility status, 
with a consultative regulatory framework. Satellite 
communications can complement terrestrial networks if 
policy alignment is clarified.

Pankaj Mahindru, Chairman of ICEA, linked digital 
infrastructure to India’s aspiration of becoming a USD 
40 trillion economy. He said India must shift from 
being a technology consumer to a technology creator, 
strengthening semiconductor manufacturing, display 
production and product design alongside mobile  
device assembly. Prabhu Ram
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Calling this shift as an architectural transition, 
where networks evolve from enabling participation to 
ensuring consistency and trust, he stressed that AI-
native networks will be central to this change. “They are 
sensing conditions, predicting congestion and acting 
autonomously within defined limits,” Ram said, adding 
that India’s policy direction, digital platforms and AI-
ready workforce create favourable conditions.

Ram identified manufacturing, healthcare, agriculture, 
logistics and energy as sectors where capability-driven 
infrastructure will shape growth. From autonomous 
production lines to real-time diagnostics and smart 
ports, reliable networks will underpin productivity 
gains. “The question is not whether this transformation 
will happen, but how effectively it is implemented,”  
he said.

AI Native Networks Take Centre Stage
In a session moderated by Sunil David, digital technology 
consultant and former regional director for IoT at AT&T in 
India and Asia, panellists examined how 5G must evolve 
into AI-enabled, intent-driven network operations. 
“The real question is what outcomes 5G is delivering, 
sustainably and at scale,” David said, arguing that AI 
must move from being an overlay to forming the core of 
closed-loop network systems.

Arvind Bali, Vice Chairman and Board Advisor at Globe 
Teleservices, said networks must evolve from reactive 
systems to programmable and predictive platforms. AI, 
he said, can prevent incidents in areas such as security 

and fraud rather than merely analyse them after 
the event.

Sudakshana Laha, Head of Services for MSIT and 
ADM Cloud Software and Services at Ericsson, said 
monetisation depends on embedding AI across network, 
IT and business layers. “Ultimately, revenue is realised 
only to the extent that OSS and BSS systems allow it,” 
Laha said, outlining a phased approach from automation 
to intent-based autonomy.

Amit Sethi, Head of 5G Solutions at TCS, said enterprise 
5G projects often stall between proof-of-concept and scaled 
deployment due to spectrum constraints and unclear return 
on investment. Amit Sinha Roy, Senior Advisor for Digital 
Ecosystems, Alliances and Innovation, called for stronger 
ecosystem partnerships and outcome-based service 
models. The session concluded with the panellists noting 
that AI-native, resilient and programmable networks will 
underpin enterprise transformation and public digital 
services as India advances towards 2047.

Telcos Recast Role in Enterprise Era
Switching gears, the second panel discussion focused 
on how telcos must reposition themselves as technology 
partners delivering measurable enterprise outcomes 
rather than relying on connectivity-led growth.

Moderating the discussion, Jaideep Ghosh, former 
Partner at KPMG, highlighted that with connectivity 
nearing saturation, the traditional growth model based 
on expanding coverage and adding subscribers has 
reached its limits. “Connectivity has become just the 
starting point and not the only solution that consumers, 
both retail and enterprise, are looking for,” he said, 
framing the shift from telcos to techcos as essential for 
sustained revenue growth.

Rakhee A Chachra, Global Research Leader (TME), 
Institute of Business Value, IBM, said enterprise 
expectations have evolved faster than telecom 
business models. Citing IBM research, she said many 
communication service providers still expect 70–80% 
of enterprise growth from connectivity, while enterprises 
increasingly demand accountability for business 
outcomes. “They want someone to take accountability 

Telecom must shift from connectivity 
growth to accountable digital services 
that drive measurable enterprise and 
public sector outcomes.

(From L to R) Sunil David, Arvind Bali, Sudakshana Laha,  
Amit Sethi, and Amit Sinha Roy.



[REPORT]
5G+ CONFERENCE

www.voicendata.com� VOICE&DATA I February 2026 I A CyberMedia Publication I 61

and ownership for outcomes,” Chachra said, adding 
that real-time dashboards, APIs and integrated service 
models are now baseline expectations.

Salil Khanna, National Head – Customer Operations, 
Enterprise Business, Reliance Jio, said networks alone 
do not deliver business impact. Operators must align 5G, 
cloud and AI capabilities with enterprise workflows across 
supply chains and operations. “I am not here to sell you 
connectivity or a pipe. I am here to deliver value into the 
business processes that you are running,” Khanna said.

Sukhjit Singh, CTO and Director – Technical, AT&T 
Asia Pacific, said scale-led growth is tapering globally, 
with enterprises demanding measurable returns rather 
than incremental speed gains. The panellists stressed 
that ecosystem partnerships, outcome-based models 
and sustainable infrastructure strategies are likely to 
define the next growth phase for telecom operators.

Manufacturing Demands Determinism
Sharing insight during a fireside chat on how manufacturing 
environments are reshaping network expectations, 
Gaurav Mathur, Vice President – Information Technology 
at Samvardhana Motherson International, pointed out 
that enterprise leaders are now redefining expectations 
from telecom networks, demanding measurable business 
outcomes rather than basic connectivity.

Highlighting that it not long back, connectivity was 
only about user experience, he said that the model was 

now changing with manufacturing environment getting 
digitally integrated. “Now, the real consumer of IT is 
my shop floor, not my office. Everything is connected, 
everything is real time,” he said.

He explained that outages in digitally integrated 
factories translate directly into revenue loss. Manufacturing 
Execution Systems, robotics and cloud platforms require 
predictable latency and uninterrupted performance. 
Fragmented infrastructure across providers often leaves 
enterprises without accountability during failures.

Mathur argued that enterprises need intent-based, 
outcome-driven networks with clear accountability 
across multiple providers. “Fragmented infrastructure, 
spanning private wireless, data centres and last-mile 
links, often leaves enterprises without ownership during 
outages,” he stated.

While private 5G holds potential, adoption remains 
limited due to ecosystem gaps. “Machine manufacturers 
are still not recognising 5G as a medium to support 
operations,” he said, calling for closer collaboration 
between telecom operators, vendors and enterprises to 
align networks with industrial process requirements.

The session that was moderated by Ashok Pandey, 
Executive Editor of PCQuest and DQ Channels

Securing Mission Critical Systems
The conference also saw defence specialists, telecom 

AI-native, self-healing networks 
are emerging as the foundation for 
sustainable telecom economics and 
resilient digital public systems.

(From L to R) Salil Khanna, Sukjit Singh, Rakhee A Chachra, 
and Jaideep Ghosh.

Gaurav Mathur (left) and Ashok Pandey.
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executives and technologists deliberate on how India 
must resolve policy, spectrum and governance questions 
to build a resilient mission-critical communications 
framework capable of supporting public protection, 
disaster relief and secure government operations.

Moderated by Col (Rtd) Dr Sidharth Shukla, the 
panel examined fragmentation across existing agency 
networks. Shukla said multiple systems built on different 
architectures create “blind spots”, particularly during the 
first minutes of an emergency when coordination is vital. 
He argued that interoperability and zero-trust principles 
must be embedded at the design stage, suggesting that 
a dedicated public protection and disaster relief (PPDR) 
network combining exclusive spectrum with satellite and 
fibre overlays could address structural gaps.

Dharmendra Khajuria said global models such as 
those adopted in the US and UK emerged after major 
crises, but cautioned against direct replication in India. 
He noted that operators already support intra-circle 
roaming during disasters, though this may not meet 
full mission-critical requirements. The key question, 
he said, is whether India should build a separate 
PPDR network or prioritise traffic within existing  
commercial infrastructure.

Col (Rtd) Shantanu Das supported allocating 
separate spectrum aligned with device ecosystems, 
while acknowledging that network slicing and reserved 

capacity within 4G and 5G systems could meet many 
needs if governed effectively.

Sunil David emphasised identity management and 
policy-driven pre-emption to ensure priority access 
without destabilising public networks. Prashant 
Chugh highlighted post-quantum risks to public-key 
cryptography, saying India is developing indigenous 
capabilities under the National Quantum Mission.

The panellists agreed that centralised standards, 
zero-trust security and quantum-safe migration plans 
will determine India’s readiness for secure critical 
communications.

Deep-Tech Moves From Lab to Market
Another key aspect of the conference was its focus on 
R&D investments to drive technology independence and 
economic growth.

“India is shifting from promoting innovation to building 
a scalable deep-tech backbone that can convert scientific 
strength into economic outcomes,” Dr Jyoti Sharma, 
Head of the RDI Cell at the Department of Science and 
Technology (DST), Government of India, said.

Sharma said the past decade focused on strengthening 
innovation through mission-driven programmes such as 
the National Supercomputing Mission, National Quantum 
Mission, India Semiconductor Mission and National 

Manufacturing floors and mission-
critical services are redefining reliability, 
where outages translate directly into 
financial and operational risk.

(From L to R) Prashant Chugh, Col (Rtd) Santanu Das, Dharmendra 
Khajuria, Sunil David, and Col (Rtd) Dr Sidharth Shukla.

Dr Jyoti Sharma (left) and Pradeep Gupta.
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Green Hydrogen Mission. These initiatives, she said, 
demonstrate capacity building across interdisciplinary 
domains rather than isolated research efforts.

India’s innovation metrics have improved, with higher 
Global Innovation Index rankings, rising patent filings 
and strong PhD output in science and engineering. 
Startup activity has expanded significantly. However, 
she pointed out that there were structural gaps that 
limited commercialisation of deep-tech. “India invests 
about 0.6–0.7% of GDP in research and development, 
with private sector contribution at 36.4%, below global 
benchmarks. Research output remains concentrated 
in a small number of institutions, while funding gaps, 
regulatory friction and long gestation cycles slow  
scale-up.”

To address this, the government established the 
Anusandhan National Research Foundation in 2024 to 
align research with industry demand. A Rs 1 lakh crore 
Research, Development and Innovation Fund has been 
launched to support industry-led deep-tech projects 
from Technology Readiness Level 4 onwards, offering 
long-tenure, low-interest financing.

Sharma said closer collaboration between  
scientists and industry will be essential to translate 
research into deployable technologies supporting 
India’s 2047 vision.

AI Reshapes Telecom Economics
Telecom economics is being reshaped by artificial 
intelligence, evolving traffic patterns and the growing 
need for low-latency services, Randeep Singh Sekhon, 
CTO of Bharti Airtel, said in a fireside chat with Jaijit 
Bhattacharya, Founder and President, Centre for Digital 
Economy Policy Research.

Sekhon said AI has not yet increased overall traffic 
volumes significantly, but it has altered traffic flows. User 
queries are shifting from traditional search engines to 
AI platforms, while future real-time AI applications will 
demand different network architectures. The inflection 
point, he said, will come when AI workloads move to the 
edge. “When AI sits at the edge, latency becomes critical,” 
Sekhon said, noting that applications such as smart 

wearables and real-time decision systems will require 
distributed computing and intelligent routing.

India’s data consumption continues to rise, driven by 
high-resolution video and interactive services. While 
downlink traffic remains dominant, uplink capacity is 
becoming more relevant for cloud and AI interactions. 
“Our two pillars are very clear – customer experience and 
cost to serve,” Sekhon said.

Energy is now the largest operating expense for 
networks. Airtel is using AI to optimise capacity, powering 
down surplus resources during low-traffic hours while 
maintaining coverage. AI systems are also deployed to 
detect fraudulent links and prevent call forwarding scams.

On satellite connectivity, Sekhon said terrestrial fibre 
and mobile networks will remain primary, with satellite 
services addressing remote and emergency use cases.

State Linked Threats Target Telcos
Telecom operators worldwide are facing sustained, state-
linked cyber intrusions aimed at strategic intelligence 
rather than financial theft, David Sehyeon Baek, Founder 
and CEO of PygmalionGlobal, said, citing cases in Asia, 
the United States and Europe.

Baek said recent incidents in Singapore and South 
Korea demonstrate how attackers are targeting core 
routing and interconnection systems to gain persistent 

Cyber resilience is now a strategic 
priority, as state-linked intrusions 
target telecom infrastructure for 
long-term intelligence access.

Randeep Singh Sekhon (left) and Jaijit Bhattacharya.
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access. In Singapore, a China-linked group targeted 
Singtel’s infrastructure, while in South Korea, an 
intrusion at SK Telecom triggered a national-level probe. 
In both cases, there was no evidence of ransomware or 
data resale. “State-sponsored actors want to observe 
traffic patterns, map relationships and understand how 
networks are managed,” Baek said.

In the United States, investigations involving major 
carriers found that some intrusions remained undetected 
for several years. Attackers blended into routine network 
activity, avoiding disruption while studying workflows 
and metadata flows. The prolonged invisibility of such 
breaches, Baek said, represents a strategic risk.

Telecom networks are attractive targets because they 
provide nation-scale visibility into government, defence, 
financial and civilian communications. Lessons from the 
Ukraine conflict further underscored the importance of 
resilient and redundant communications during crises.

For countries such as India, Baek said telecom 
security must be treated as a national security priority, 
requiring advanced detection capabilities, coordinated 
governance and infrastructure resilience beyond standard  
compliance frameworks.

Aligning Vision and Roadmap for 6G
A key aspect of the conference was the discussion on 
India’s 6G blueprint and what the country must do to 

translate its vision to reality. The session moderated by 
moderated by Jaspreet Singh, Partner at Grant Thornton 
Bharat, highlighted that India must align research, 
standards, spectrum and ecosystem readiness over the 
next five years to translate its Bharat 6G Vision into 
commercial deployment by 2030.

Rajesh Kumar Pathak, Director General, Bharat 6G 
Alliance, said India’s roadmap, unveiled in 2023, provides 
a foundation but requires coordinated execution. “It is 
not one thing, it is everything,” Pathak said, stressing 
that government-backed R&D, early telecom operator 
participation and industry-academia collaboration must 
progress in parallel.

Nirmesh Yadav, GM and Head – Emerging Technology 
and Industry Alliance, Bharti Airtel, said 6G should be 
driven by demand rather than technology cycles. “It has 
to be driven by use cases and industry demand,” Yadav 
said, cautioning that monetisation challenges seen in 5G 
must not be repeated.

Monika Gupta, Vice President at Capgemini, said India 
should selectively prioritise capabilities aligned with 
domestic needs while observing global experimentation. 
Ashwini Kumar, Head of Standards and Spectrum 
Engagements at Nokia Solutions & Networks, highlighted 
lessons from 5G, noting that application ecosystem 
development must accompany technology rollouts.

R&D investment and deep-tech 
commercialisation will determine whether 
India moves from digital adoption to 
genuine technology ownership.

(From L to R) Rajesh K Pathak, Nirmesh Yadav, Monika Gupta, 
Ashwini Kumar, and Jaspreet Singh.

Presentation through VC by David Sehyeon Baek..
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On standards and global positioning, Pathak said India 
is working with international bodies to ensure domestic 
research feeds into global frameworks. Emerging focus 
areas include the FR3 spectrum band, integrated sensing 
and communication and energy efficiency.

Singh summed up that India’s scale and digital 
public infrastructure could support 6G leadership, 
provided investments remain affordable, modular and  
outcome-oriented.

Design Led Manufacturing Imperative
The conference concluded with a fireside chat on Make in 
India and why the country must move beyond assembly 
to build design-led, technology-driven manufacturing if 
it aims to achieve digital self-reliance.

Sharing insights from his electronic sector 
manufacturing experience, Avneet Singh Marwah, 
CEO of Super Plastronics, said that India’s electronics 
manufacturing landscape has shifted significantly since 
2020, supported by policy measures such as production-
linked incentives. “Mobile devices now account for a large 
share of output, and exports are rising. However, value 
addition remains limited,” he said.

Tracing the decline of domestic manufacturing in 
the early 2000s, Marwah said imports became cheaper 
than local production, pushing many firms towards 
trading models. The pandemic exposed the risks of 
import dependence and triggered a renewed focus on 
indigenous capability. “That is when everyone realised 
how dependent we were,” he said.

Marwah stressed that sustained investment in 
research and development is essential. “Any brand not 
looking seriously at R&D is playing a very short-term 
game,” he said, noting rapid technological change across 
devices and networks.

While localisation has progressed in components 
such as mechanical parts and modules, displays and 
semiconductors still account for most product value. 
He said semiconductor initiatives, even if starting with 
packaging, are strategically important. Marwah added 
that scale, infrastructure readiness, policy stability and 
reduced procedural friction will determine whether India 
can compete globally and move from manufacturing to 
technology ownership.

As the sessions drew to a close, the deliberations 
converged on a defining inflection point for India’s telecom 
and digital ecosystem. While infrastructure has been built 
at scale and platforms have been adopted nationwide, the 
Digital India story is entering a second phase.

The next challenge is ensuring that networks are 
intelligent, secure, energy-efficient and accountable enough 
to deliver measurable economic and social outcomes. 
If India can align policy, technology, manufacturing and 
governance around that objective, the ambition of Viksit 
Bharat 2047 may rest not just on how widely the Internet 
reaches, but on how effectively it performs. 

feedbackvnd@cybermedia.co.in

India’s 6G ambition will hinge on 
coordinated research, spectrum 
planning and ecosystem execution—
not vision statements alone.

Pradeep Gupta (left) and Avneet Singh Marwah.
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Businesses rethink infrastructure as 
AI takes control
As autonomous systems move into core business operations, the industry is 
reworking AI infrastructure to close gaps in governance, visibility, and control.

For years, digital infrastructure functioned quietly 
in the background as a collection of data centres, 
APIs, cloud services, and pipelines engineered to 
keep systems running. It processed workloads, 

scaled compute, and ensured business continuity.

However, this is changing in 2026. Today, 
infrastructure is no longer passive. Instead, it is being 
reshaped to participate—to govern, interpret, and, in 
some cases, decide. The trend is also reflected in three 
recently published studies—Cisco’s 2026 Data and 
Privacy Benchmark, New Relic’s AI Impact Report, and 
HCLSoftware’s Tech Trends 2026.

The reports suggest that the change is not about 
accelerating cloud migration or modernising data 
pipelines incrementally. Rather, it is about building trusted, 
observable, explainable, and adaptive infrastructure 
because it operates beneath systems that think and act.

This transformation, the reports establish, is being 
driven by a single force: artificial intelligence (AI). And 
not just AI as a tool, but AI as an actor—systems that can 
analyse, reason, and execute autonomously. Enterprises 
are no longer just deploying AI in applications; they 
must rethink how infrastructure enables and governs 
intelligence at scale.

By Shubhendu Parth



[REPORT]
DIGITAL INFRASTRUCTURE

www.voicendata.com� VOICE&DATA I February 2026 I A CyberMedia Publication I 67

In Brief
•	 AI is moving into core workflows, exposing 

gaps between autonomous systems and legacy 
infrastructure foundations.

•	 Most enterprises lack mature governance 
models despite rising AI investments and 
expanding privacy programmes.

•	 Real-time, contextual data architectures are 
replacing static lakes to support agent-based AI 
systems.

•	 Observability platforms now interpret signals 
and correlate root causes, accelerating 
deployment velocity.

•	 Governance must be embedded at the 
architectural level through traceable data flows 
and auditable decision paths.

•	 Sovereign intelligence demands infrastructure 
that adapts to regional laws without sacrificing 
scale or transparency.

AI-powered observability platforms now 
interpret signals, reduce operational noise 
and accelerate root cause analysis across 
complex environments.

to connecting it. This implies a transition from centralised 
data lakes to distributed architectures — data meshes and 
fabrics that can feed AI models with governed, localised, 
and timely data.

In this new model, infrastructure is not just a warehouse 
for information; rather, it is a live context engine.

The shifts are also exposing a widening gap between 
the pace of AI capability advancement and the pace of 
underlying infrastructure adaptation to support them.

AI Has Entered the Stack. Is It Ready?
While AI is rapidly being integrated across all digital 
assets, experts note that the gap between rapidly 
advancing AI systems and slower-moving infrastructure 
foundations is becoming difficult to ignore. According 
to the Cisco report, while 90% of organisations have 
expanded their privacy programmes to meet the growing 
need of AI adoption, 93% expect to increase investment 
in privacy and data governance in the next two years. Yet 
only 12% report having mature AI governance structures 
in place.

This mismatch is not about risk aversion. It reflects a 
deeper architectural strain. Most enterprise infrastructure 
was built to support human-led decisions, and not 
autonomous systems. That limitation is now being exposed 
as organisations deploy agentic AI: intelligent software 
agents that can operate independently of human prompts.

The HCLSoftware study reports that more than 80% of 
enterprises are either piloting or scaling such agent-based 
systems. As these agents move into core workflows, they 
are placing pressure on every layer beneath them—data, 
observability, integration, and policy. Enterprises are also 
discovering that the speed of AI execution is meaningless 
without the infrastructure to govern and support it.

Data Systems Must Enable  
Real-Time Context
Even though data remains the critical input to any intelligent 
system, data infrastructure in most organisations struggles 
to meet the demands of autonomous AI. According to 
Cisco, 65% of enterprises report challenges in accessing 
high-quality, well-tagged data. Additionally, 70% are 
concerned about the potential risks of using proprietary or 
customer data for AI training. The issue is not only about 
scale. It is about context, control, and clarity.

HCLSoftware notes that the next generation of 
AI systems requires data infrastructure capable of 
supporting real-time orchestration, not just storage and 
retrieval. The focus is moving from collecting information 
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Observability Is the New Infrastructure 
for Trust
Monitoring systems have always played a supporting role 
in enterprise IT. But with AI in the loop, observability is 
being redefined as an active, decision-supporting layer.

New Relic’s AI Impact Report provides clear evidence 
of this shift. In 2025, accounts using its AI-powered 
observability features achieved a 25% reduction in mean 
time to close incidents. In peak periods, the performance 
gap widened further. These platforms did not simply 
monitor for alerts—they correlated signals, identified 
probable root causes, and surfaced actionable incidents 
faster than human teams could process manually.

This is no longer traditional monitoring. Observability 
platforms are becoming intelligent systems in their own 
right—interpreting signals, reducing operational noise, 
and enabling faster action. In doing so, they return 
engineering time to innovation. Teams using New Relic 
AI achieved deployment velocity up to five times higher 
than their non-AI peers. This level of signal clarity and 
operational feedback is no longer a luxury. It is now a 
prerequisite for deploying AI systems responsibly.

Governance Must Be Embedded
Across all three reports, one message stands out clearly: 
governance must become an architectural function. It 
cannot remain a policy overlay applied after systems are 
in place.

While Cisco’s research underscores this challenge, 
HCLSoftware’s study argues that governance is evolving 
from a compliance requirement into a design principle. 
While most organisations acknowledge the need for AI 
governance, very few have embedded it meaningfully 
within their infrastructure. Also, responsible autonomy 
must be enabled by traceable data flows, auditable 
decision paths, and explainable system outputs.

New Relic’s AI observability model reflects this 
principle in action. The platform logs, correlates, and 
explains changes and their impact, creating a runtime 
audit trail. In doing so, it brings governance into the 
feedback loop—not just at the edge but at the core  
of operations.

In an AI-led environment, monitoring alone is no 
longer enough. Enterprises must understand, trace, and 
defend the decisions being made—not just by humans, 
but by the systems themselves.

Infrastructure Must Support  
Local Autonomy
As AI systems operate across borders, another layer of 
complexity emerges: jurisdiction. Hence, data localisation, 
compliance with regional rules, and sovereignty concerns 
are reshaping businesses’ infrastructure strategies.

The Cisco study finds that 85% of global organisations 
report increased costs and complexity due to data 
localisation requirements. Yet trust in localisation is 
declining, with belief in the superiority of locally stored 
data falling from 90% in 2025 to 86% in 2026.

To address this, HCLSoftware introduces the 
concept of “sovereign intelligence,” in which AI 
systems must operate intelligently across regions 
while respecting local rules. This is expected to drive a 
new class of infrastructure design that blends global 
scale with regional compliance—a ‘glocal’ approach in 
which the architecture is aware of legal, ethical, and  
operational boundaries.

No wonder, then, that enterprises must now build 
infrastructure that can act differently based on where 
it is operating, without compromising performance or 
transparency. The three reports also confirm that digital 
infrastructure is undergoing an irreversible shift, and 
the systems supporting enterprise AI can no longer be 
treated as neutral enablers. They must become intelligent, 
explainable, and responsive in their own right.

Infrastructure today must do more than host services. 
It must monitor behaviour, orchestrate data, enforce 
governance, and adapt to change. It must be able to 
earn trust—not just for what it processes, but for how it 
supports decisions made by systems that think.

In fact, it is not a trend; it is a foundational change in 
how enterprises build, govern, and grow. 

shubhendup@cybermedia.co.in

Static data lakes are giving way to 
distributed data meshes and fabrics that 
deliver governed, real-time contextual 
intelligence for AI systems.
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DPDPA vs GDPR: India’s consent-
only rules strain operations

When European regulators designed the 
General Data Protection Regulation 
(GDPR), they recognised a practical truth: 
consent alone cannot sustain a modern 

privacy framework.

People enter contracts, make purchases, open bank 
accounts, accept employment and engage in transactions 
where data processing is intrinsic to the activity itself, 
regardless of whether they explicitly agree to each 
processing activity. GDPR therefore established six 
lawful bases for processing personal data, recognising 
that while consent is appropriate for some contexts, it is 
wholly impractical for others.

An organisation under GDPR can process data because 
the individual consented, but it can equally process data 
because processing is necessary to perform a contract, to 
comply with a legal obligation, to protect vital interests, 
to carry out a task in the public interest, or to pursue the 
legitimate interests of the organisation.

This diversity of lawful bases reflects operational 
reality. Modern commerce and governance cannot 
function if every data processing activity requires explicit 
individual permission.

Why GDPR Moved Beyond Consent Alone
India’s Digital Personal Data Protection Act, 2023 

By Akshayy S Nanda

India’s consent-centric DPDPA diverges sharply from GDPR, creating operational 
friction for businesses as routine data processing struggles to find a lawful basis.

DPDPA’s consent-heavy architecture collides 
with modern digital ecosystems, where 
multiple distributed entities process personal 
data without direct user interfaces.
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 In Brief
•	 DPDPA recognises only consent and limited 

legitimate uses, unlike GDPR’s six lawful bases 
for data processing.

•	 Absence of contract performance and 
legitimate interests creates operational strain 
for routine commercial processing.

•	 Multi-party ecosystems such as travel and 
fintech face structural compliance gaps under 
consent-only processing.

•	 Fraud monitoring and security operations lack 
clear lawful footing without the provision of 
legitimate interests.

•	 Layered consent models may not satisfy 
independent obligations of downstream Data 
Fiduciaries.

•	 Consent fatigue risks weakening privacy 
protection while increasing regulatory 
exposure for organisations.

(DPDPA) takes a narrower approach. It recognises 
only two pathways for lawful processing: consent or 
processing for “certain legitimate uses.” It does not 
include contract performance or legitimate interests 
as independent grounds. The listed legitimate uses 
are limited, specific, and rarely apply to ordinary  
commercial activity.

As a result, most organisations in India must rely on 
consent—even for routine processing that would fall 
under contract performance or legitimate interests under 
GDPR. This structural difference creates operational 
chaos. Although the framework appears simpler, 
compliance under the DPDPA becomes significantly 
more difficult than GDPR compliance in practice.

DPDPA’s Narrow Lawful Basis Problem
Consider a basic commercial scenario, where a customer 
purchases a product online. The e-commerce platform 
must process the customer’s name, address, payment 
information, and contact details to fulfil the order.

Under GDPR, since the customer has entered into a 
purchase agreement, this processing of data is lawful 
because it is necessary to perform a contract. Hence, no 
separate consent is required because the processing is 
inherent to the contractual relationship.

However, under DPDPA, contract performance is not 
a recognised ground. The e-commerce platform must 
obtain explicit consent to process data required to deliver 
its own service. Not to mention that seeking consent 
comes with its own challenges and complexities.

The operational challenge further intensifies when the 
organisation processing data has no direct relationship 
with the individual whose personal data is being 
processed. This situation is extraordinarily common in 
modern commerce. Yet the DPDPA framework assumes 
a bilateral relationship between Data Fiduciary and Data 
Principal that often does not exist.

Consent Breakdown in  
Multi-Party Ecosystems
Consider an Online Travel Agent (OTA) operating in India. 

When a customer books a flight and hotel through the 
OTA, it must share personal data with the airline to issue 
tickets and with the hotel to confirm the reservation. 
However, each entity—the OTA, airline, and hotel—is a 
separate Data Fiduciary under the DPDPA because each 
independently determines the purpose and means of 
processing the personal data it receives.

Routine commercial functions—from order 
fulfilment to digital payments—risk becoming 
legally cumbersome under a framework 
lacking contract-based processing grounds.
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Under GDPR, this ecosystem operates on contract 
performance. The OTA shares data because it is 
necessary to fulfil the customer’s booking. Airlines and 
hotels process the data for the same reason. No separate 
consent is required at each stage.

Under DPDPA, this logic collapses. The airline and 
hotel do not have any direct contract with the customer 
since the reservations have been made through the OTA. 
However, the DPDPA requires that every request for 
consent shall be accompanied or preceded by a notice 
given by the Data Fiduciary to the Data Principal.

In practical terms, this means the airline and the hotel 
must give notice and obtain consent directly from the 
passenger before processing their data. The big question 
here is how should they proceed with this? Since the 
airline and hotel have no direct interface with the 
customer during booking, should they send a separate 
email requesting consent before the OTA can complete 
the booking? Should the hotel interrupt the booking flow 
with its own consent request?

Such friction would destroy customer experience and 
make integrated travel bookings practically impossible.

Alternatively, the OTA may seek layered consent 
covering downstream entities. But the Act suggests 
each Data Fiduciary must independently comply. But a 
fundamental question remains: does consent given to one 
Data Fiduciary satisfy the notice and consent requirements 
for a different Data Fiduciary? Also, if the OTA’s consent 
is later deemed invalid—if it did not fulfil all requirements 
of consent under the DPDPA, downstream entities inherit 
risk without control over the original consent design.

Security, Consent Fatigue, and  
Regulatory Risk
The absence of a legitimate interest basis also creates 
additional chaos where organisations need to process 
data for security and fraud prevention. Consider a bank 
monitoring customer transaction to detect fraud. The 
bank processes transaction data, analyses patterns, flags 
suspicious activity, and may freeze accounts or block 
fraudulent transactions.

Under GDPR, this processing is justified under 
legitimate interests. The bank has a legitimate interest 
in preventing fraud and safeguarding customer funds, 
balanced against customer privacy—a balance that 
typically favours processing because fraud prevention 
benefits both parties. Hence, no consent is required.

Under DPDPA, no such ground exists. The bank 
cannot process transaction data for fraud detection 
unless customers consent or some legitimate use 
applies. Seeking explicit consent for fraud monitoring is 
impractical; customers may ignore or refuse it, weakening 
protection. This also creates a structural dilemma: obtain 
granular consent that undermines security, or process 
without a clearly articulated lawful basis and face 
regulatory risk.

The cumulative effect is that DPDPA compliance is 
significantly more difficult than GDPR compliance. This 
two-pathway structure forces nearly everything into 
consent, creating systemic problems. Similarly, consent 
fatigue undermines the framework; when nearly all 
processing must be consent-based, individuals face 
frequent notices and prompts. Over time, consent 
becomes mechanical—users click “agree” without 
reading, or disengage entirely. At the same time, the lack 
of consent for certain processing activities will create 
operational barriers that can impede legitimate and 
necessary business functions.

The solution would be for India to amend the 
DPDPA to include contract performance and legitimate 
interests as lawful bases for processing personal data. 
Such additions would align India with global practices 
and provide organisations with the flexibility to  
operate lawfully.

Until such amendments occur, organisations in  
the country will continue to face a compliance 
landscape that is more restrictive than 
the GDPR in theory and far more chaotic 
in practice. 

Layered consent in platform economies may 
shift regulatory exposure downstream, leaving 
airlines, banks and vendors accountable for 
consent they did not design.

https://www.linkedin.com/in/akshaynanda/?originalSubdomain=in
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Securing the digital stack 
at the silicon core 

Semiconductors are the foundational technology 
of modern life. They are embedded in virtually 
everything we interact with today—from 
smart phones and appliances in our homes 

to outdoor digital signage and more. Semiconductors 
are also used to move, store, process and secure the 
world’s data, powering the infrastructure of massive 
computing systems running within hyperscaler, cloud 
and enterprise data centres.

These advanced systems utilise high-performance 
semiconductors across all elements of the architecture—
for compute, connectivity, switching, data security, data 
storage and more—and are the driving force of innovation 
in the artificial intelligence (AI) field.

As semiconductor devices grow more intelligent and 
interconnected, and as the new demands of AI technology 
require a continual evolution of more powerful and 
efficient silicon solutions, the expectations placed on 

the hardware have also transformed to include trust and 
ethics in chip design.

This is emerging as the next frontier in responsible 
innovation, alongside stronger cybersecurity practices, 
where the choices made by engineers at the silicon level 
will determine the reliability and integrity of the digital 
ecosystems of tomorrow.

Integrating Zero-Trust at the  
Silicon Layer
The need for security at the hardware layer is essential 
if one wants to design and implement a trustable, ethical 
framework at the chip level, as hardware-focused 
security attacks continue to increase and are getting 
more sophisticated.

A recent CISO study reported an 88% increase in 
hardware security vulnerabilities, largely due to the 
increase in IoT devices and the release of new enterprise 

By Navin Bishnoi

As AI and hyperscale infrastructure expand, trust must be engineered into 
semiconductors—the foundational layer powering networks and cloud.
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hardware. This makes it imperative for data security 
to start at the very beginning of the semiconductor  
design process.

Embedding protection at the hardware level—with 
techniques like secure boot, hardware-backed encryption 
and robust isolation—creates a resilient foundation before 
any software is loaded. Integrating zero-trust principles 
at the silicon layer can further strengthen this approach 
by reducing the points of vulnerability. It assumes that no 
component, user or workload is inherently trustworthy, 
ensuring semiconductors enforce continuous verification 
across AI, IoT and cloud deployments.

These mechanisms ensure that systems cannot be 
tampered with and that sensitive data remains protected 
at all times.

Engineering Ethics Into  
Semiconductor Design
Ethics is often discussed in the context of algorithms or 
policies; however, it must begin much earlier—within the 
hardware that powers all AI workloads. Semiconductor 
engineers should embed capabilities that support 
traceability, fairness and accountability to ensure that AI 
systems behave responsibly.

For example, semiconductors can be designed to 
provide audit trails, enabling stakeholders to investigate 
and verify how models were trained, what data was used 
and how outputs were generated. For this, engineers also 
need to collaborate with other stakeholders like ethicists 
and policymakers.

Rigorous design reviews will help identify risks such as 
potential bias, misuse scenarios or unintentional opacity. 
Ensuring transparency at the hardware level will provide 
the ‘explainability’ that critical sectors like healthcare, 
finance and public services urgently require. Addressing 
these concerns early will ensure that modern systems do 
not cause harm as they scale.

Powering Efficiency and  
Thermal Resilience
AI brings with it significant energy and thermal challenges. 
Training and deploying advanced AI models not only 
demands substantially more computational power than 
traditional data centre systems, but also more advanced 
connectivity and storage solutions, leading to significant 
energy and thermal challenges. As a result, maximising 
power efficiency becomes both an environmental and 
economic responsibility.

The semiconductor industry can play a major role in 
global sustainability efforts by prioritising power-efficient 
architectures at the design stage. Advances in chip 
packaging, thermal management and power regulation 
can also significantly lower energy requirements and 
improve operational efficiency. Better thermal design 
extends hardware life, reduces cooling costs and lowers 
the total cost of ownership for hyperscalers, cloud service 
providers, enterprises and research institutions.

Aligning Design With  
Governance Framework
Technical safeguards need to be supported by strong 
governance frameworks that emphasise privacy, 
accountability and transparency. As technologies 
evolve, the semiconductor ecosystem—semiconductor 
designers, policymakers, independent industry bodies 
and academia—must collaborate to address emerging 
threats, policies, potential biases and ethical issues so 
that they can be addressed within the product lifecycle.

This will ensure that responsible practices are 
embedded at every stage, starting at architecture design 
through deployment.

Opening up access to advanced semiconductor 
technologies will also allow a more diverse set of 
innovators to participate in building secure and ethical 
solutions. Open hardware platforms, modular design 
tools and shared research resources can level the 
playing field for startups, academic institutions and 
public-sector innovators.

When more voices contribute to shaping technology, 
the outcomes become more inclusive and context-
aware. Semiconductors power systems that connect 
all of us and help us make critical decisions in our daily 
and professional lives. They are also fundamental 
technologies driving new waves of innovation in AI, cloud 
and enterprise computing, scientific research and myriad 
other fields.

The future of ‘responsible technology’ will be shaped 
by what we choose to build into our silicon today—
namely, ethics, security and sustainability. And when 
‘integrity’ is part of a chip’s core architecture, every 
layer built upon it becomes more resilient, 
transparent and trustworthy. 

The author is the AVP Data Centre Engineering 
and India Country Manager of Marvell.

feedbackvnd@cybermedia.co.in

https://www.semiconindia.org/Keynote-Presentations-Day-2/Navin-Bishnoi
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China builds 
Meteor 1 parallel 
optical AI chip

Meteor-1 integrates a self-developed architecture 
comprising a light-source chip, an optical-interaction 
chip, an optical-computing chip, and a modulation-
matrix driver board. The light source chip uses a 
micro-cavity optical frequency comb with an output 
spectrum exceeding 80nm, supporting more than 200 
wavelengths. According to the researchers, this multi-
wavelength source replaces hundreds of discrete 
lasers, reducing system size and power consumption 
while improving integration density.

The optical computing core provides transmis-
sion bandwidth above 40nm to support low-laten-
cy parallel processing. A custom driver board with 
more than 256 channels enables precise optical  
signal modulation and task allocation across  
frequency channels.

The researchers said their approach focuses 
on expanding computational parallelism rather 
than scaling matrix size or frequency, which 
have constrained earlier optical prototypes. “This 
achievement enables a 100-fold increase in optical 
computility through ultra-high parallelism without 
scaling up the chip size,” the authors wrote.

According to Xie, the architecture could position 
optical computing as a cost-performance alternative 
to electronic chips for AI workloads and data centres 
facing rising power and thermal constraints.

A new photonic processor signals a 
shift in high-performance computing 
for AI and data centres amid rising 
power demands.

Researchers at the Shanghai Institute of Optics 
and Fine Mechanics and Nanyang Technological 
University have developed Meteor-1, a first-
of-its-kind integrated chip for parallel optical 

computing, achieving a theoretical peak of 2,560 tera-
operations per second at 50 GHz, according to a report 
by DeepTech.

The team, led by Xie Peng and Han Xilin of SIOM and 
Hu Guangwei of NTU, said the chip enables more than 
100 concurrent computing tasks on a single photonic 
platform. The reported peak performance approaches 
that of advanced graphics processors such as Nvidia’s 
GeForce RTX 5090 at 3,352 TOPS and RTX 4090 at 
1,321 TOPS.

https://www.normanandozi.com/
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